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Abstract—This paper introduces a security analysis scheme
for the most famous secure hash algorithms SHA-1 and SHA-2.
Both algorithms follow Merkle Damgård structure to compute
the corresponding hash function. The randomness of the output
hash reflects the strength and security of the generated hash.
Therefore, the randomness of the internal rounds of the SHA-1
and SHA-2 hash functions is analyzed using Bayesian and odd
ratio tests. Moreover, a proper replacement for both algorithms is
proposed, which produces a hash output with more randomness
level. The experiments were conducted using a high performance
computing testbed and CUDA parallel computing platform.
Keywords—Hash; Secure hash algorithm; Bayesian; Randomness.

I. I NTRODUCTION
A powerful tool is needed for message authentication and
verification. Secure Hash Algorithm (SHA) is the most popular tool to ensure integrity properties. SHA was developed
and standardized by the National Institute of Standards and
Technology (NIST) [1]. SHA was designed for compression
purpose, where a message of any size is compressed to a fixedlength hash. To consider any cryptography hash function as a
secure one, three challenges exist preimage, 2nd preimage, and
collision resistance. The preimage means that the SHA function is a one-way function. The 2nd preimage means that there
are no messages that have the same hash value. The collision
resistance means that there is no possibility to generate the
same hash from two or more different messages [2].
The primary hash algorithms follow two types of structures,
Merkle Damgård and Sponge structures. The hash functions
MD5, SHA-1, and SHA-2 follow the Merkle Damgård , while
the official SHA-3 (Keccak) follows the Sponge structure.
The MD5, and SHA-1 produce 128-bit, and 160-bit output
hash, respectively. However, these three hash functions were
exposed to collision attack by Wang et al. since 2005 [3].
Since then, the SHA-2 emerged to be the official hash standard
with six flavors (224, 256, 384, 512, 512/224, and 512/256).
Even with the existence of the SHA-2, some entities still using
the SHA-1 and MD5 hash functions [4]. Lately, the NIST
released the latest hash standard SHA-3 (Keccak) on 2015
after a competition that was held to select the winner among
64 candidates [5].
The designers of the hash functions try to generate a
unique output hash for any input and make it random when

compared to another output. To test the randomness property,
the Pseudo-Random Number Generator (PRNG) is used as
a statistical test. the NIST uses the statistical tests to verify
the cryptography applications [6], [7]. However, these tests are
general and they are only used to test the randomness of binary
sequences from any source. Moreover, the SHAs are designed
to have fixed input parameters, which are nonrandom, and
fixed output length. Therefore, the NIST test suites may not
give a fair result for the randomness analysis.
In this paper, randomness analyses are conducted to examine
the secure hash algorithms (SAH-1 and SHA-2). Moreover, a
modified design is proposed to improve the randomness of the
internal rounds of the hash functions. The analyses are based
on the Bayes factor and odd ratio tests. We utilized a largescale experimental environment testbed and Compute Unified
Device Architecture (CUDA) platform to test the design and
compare it with existed hash standards.
The remainde of the paper is formulated as follows: A background information about the SHA-1, SHA-2, and Bayesian
odd ratio test will be presented in Section 2; Section 3 presents
the state of art in the related field; Section 4 elaborates the
randomness test and all related analyses; Sections 5 presents
the discussions and analyses; Conclusion will be presented in
Section 6.
II. P RELIMINARIES
To better understand the proposed randomness analyses
scheme, brief descriptions about SHA-1 and collision attack
needs to be addressed. The threat model is also included to
describe the possible security issues that are related to our
work.
A. SHA-1 standard
SHA-1 was published by the NIST in 1995 after undisclosed
security concerns with the SHA-0 [8]. The SHA-1 maintains
160-bit hash output through 80 steps of compression function
evaluations. The SHA-1 is considered as a part of the Merkle
Damgård functions, where the input message is divided into
number of blocks and processed sequentially.
The SHA-1 takes a message of a predefined size and process
it using the SHA-1 round function F . This includes the
preprocessing phase where the message is padded to make its

Fig. 1. Padding the message before processing

size congruent to 512. The padding is performed by appending
”1”, least number of zeros, and 64-bit message size, as shown
in Fig.1.
After padding, the message is divided into equal size blocks
(Bi ) each of 512-bit. Each block is divided into 16 32-bit
words and expanded into 80 32-bit words using Equation (1),
which produces 2560-bit. These 80 words are represented by
the Wt in functional block diagram of the SHA-1, as shown
in Fig.2. The block words are assigned to the first 16 words of
the Wt and the rest of the expanded words are calculated using
these values and the message expansion equation. The figure
shows that five working state variables (A, B, C, D, and E) are
used to evaluate the intermediate hash value after each step.
These variables are initialized with fixed 32-bit hexadecimal
values (H0 =67452301, H1 =EFCDAB89, H2 =98BADCFE,
H3 =10325476, and H4 =C3D2E1F0).

The function block of the SHA-1 is processed 80 times
(steps), where each 20 steps represent a group. Each group has
a distinct round function f and constant Kt , as represented in
Table I.
The expanded message words are processed as four groups.
Each group consists of 20-steps, round constant kt , and
compression function f , as illustrated in Table I.
TABLE I
T HE GROUPS FUNCTIONS (f ) AND CONSTANTS (Kt )

Round(steps)
1 (0-19)
2 (20-39)
3 (40-59)
4 (60-79)

Function f (B,C,D)
(B ∧ C)
L∨ (¬B
L ∧ D)
(B
C
D)
(B ∧ C) ∨ (B
L ∧ D)
L ∨ (C ∧ D)
(B
C
D)

Constant (Kt )
0x5A827999
0x6ED9EBA1
0x8F1BBCDC
0xCA62C1D6

The intermediate hash values (A,B, C, D, and E) change
cyclically every step using (2), (3), (4), (5), (6).
For i = 1 to 80,
Ai = ROTL5 (Ai−1 ) + Fi (Bi−1 , Ci−1 , Di−1 ) + Ei−1 + Wi + Ki ,
(2)
Bi = Ai−1 ,

(3)

30

Ci = RL (Bi−1 ),

(4)

Di = Ci−1 ,

(5)

Ei = Di−1 .

(6)

The output hash is produced by taking the concatenation of
the five working state variables (A||B||C||D||E), at the end
of processing the last block. .
B. SHA-2 standard

Fig. 2. Function block of the SHA-1

SHA-2 follows Merkle Damgård structure model. Unlike
SHA-1, SHA-2 maintains four different flavors (SHA-224,
SHA-256, SHA-384, and SHA-512) that produce different
outputs. Each flavor of the SHA-2 has a unique compression
function and round constants. The SHA-2 uses eight variables
to process the intermediate hash value (A, B, C, D, E, F, G, and
H). The size of the variables depends on the desired flavour.
For SHA-224 and SHA-256 flavors, the variable size is equal
to 32-bit and 64-bit for the SHA-384 and SHA-512 flavors.
SHA-2 maintains 64 steps for 224 and 256 versions and 80
steps for the others.
Like the SHA-1, the SHA-2 compression function evaluation requires a preprocessing phase. A message is padded
and divided into blocks, as described in the SHA-1 definition.
Each block is expanded using (7), then, the expanded values
are assigned to Wt .
Wt = Wt−16 + σ0 + Wt−7 + σ1

(
Wt =

Bit ,
0 ≤ t ≤ 15
(1)
(Wt−3 ⊕ Wt−8 ⊕ Wt−14 ⊕ Wt−16 ) ≪ 1, 16 ≤ t ≤ 79,

where ⊕ is the logical XOR operation, and ≪ 1 is the left
rotate by 1-bit. Noting that the block Bi is divided into 16
words and these words are assigned to the first 16 values of
the Wt .

16 ≤ t ≤ n,

(7)

where σ0 and σ1 are represented by (8) and (9), respectively.
σ0 = RRr1 (Wt−15 ) ⊕ RRr2 (Wt−15 ) ⊕ SRr3 (Wt−15 ), (8)

σ1 = RRq1 (Wt−2 ) ⊕ RRq2 (Wt−2 ) ⊕ SRq3 (Wt−2 ),

(9)

where RRn (X) rotates word X to the right by n bits, and
SRn (X) shift right word X by n bits. For SHA-224 and

After processing all blocks and the corresponding working
state variables, the final hash is produced by the concatenation
of part or all of the working state variables (A, B, C, D, E, F,
G, and H), as depicted by (24), (25), (26), and (27).
SHA224 → AkBkCkDkEkF kG,

(24)

SHA256 → AkBkCkDkEkF kGkH,

(25)

SHA384 → AkBkCkDkEkF,

(26)

SHA512 → AkBkCkDkEkF kGkH,

(27)

noting that, the size of each working state variable is 32-bit
for the SHA-224 and SHA-256 and 64-bit for the SHA-384
and SHA-512 hash functions.
C. Baysian Odd Ratio

Fig. 3. Function block of the SHA-2

SHA-256 n = 63, r1 = 7, r2 = 18, r3 = 3, q1 = 7, q2 = 19,
and q3 = 10, while n = 79, r1 = 1, r2 = 8, r3 = 7, q1 = 19,
q2 = 61, and q3 = 6 for SHA-384 and SHA-512.
Fig.3 shows the functional block of the SHA-2 hash function. The intermediate hash values change, cyclically, after
each step according to (10), (11), (12), (13), (14), (15), (16),
(17), (18), (19)
X
T 1 = Ht−1 + Wt + Kt + Ch(E, F, G) +
(10)
1

T 2 = M aj(A, B, C)

X
0

(11)

The Bayesian theory is used to establish an evidence of the
scientific theory that is applied to binomial distribution [9].
Let Θ denotes a hypothesis, D denotes the observed sample
after running the model, P r(Θ) the model’s probability, and
P r(D) the sample’s probability. Then the Bayes’s test states
that the conditional probability of the model given the sample
(P r(Θ|D)) is represented by (28)
P r(Θ|D) =

P r(D|Θ)P r(Θ)
,
P r(D)

(28)

where it represents the conditional probability of Θ|D.
The odd ratio test assumes that there are two hypotheses Θ1
and Θ2 , where Θ1 represents the model of random population
and Θ2 represents the model of nonrandom population [10].
Then the odd ratio test is calculated using Equation (29).
P r(D|Θ1 ) P r(Θ1 )
P r(Θ1 |D)
=
.
,
P r(Θ2 |D)
P r(D|Θ2 ) P r(Θ2 )

(29)

H = G,

(12)

G = F,

(13)

F = E,

(14)

E = D + T 1,

(15)

D = C,

(16)

III. R ELATED W ORK

C = B,

(17)

B = A,

(18)

The randomness of cryptography functions was studied by
different researchers. The studies used the NIST test suites
to analyze the randomness of the bit sequences of certain
cryptography functions, e.g., Advanced Encryption Standard
(AES) and SHA. Doganaksoy et al. proposed a cryptographic
randomness testing of block ciphers and SHA [11]. The
proposed work, employed Strict Avalanche Criterion (SAC),
Linear Span, and Coverage tests. These tests were used to
evaluate the internal blocks of the block ciphers and hash
functions. Other researchers employed the NIST test suite to
test the randomness of block cipher functions.
Hellekalk and Wegenkittl proposed a model to test the block
cipher applications. They use the NIST test suite by applying
the PRNG [12]. The block ciphers were turned into PRNG and
tested using the NIST suite. The empirical results showed that
the AES gave interesting results regarding nonlinear RNG.
Kaminsky in [13] proposed a Bayesian statistical test for
block cipher and message authentication code (MAC). The

A = T 1 + T 2,
(19)
P
where Ch, M aj, 0 , and 1 are represented by (20), (21),
(22), and (23), respectively.
P

Ch(E, F, G) = (E ∧ F ) ⊕ (¬E ∧ G),

(20)

M aj(A, B, C) = (A ∧ B) ⊕ (A ∧ C) ⊕ (B ∧ C),
(21)
X
(V ) = RRr1 (V ) ⊕ RRr2 (V ) ⊕ RRr3 (V ),
(22)
X0
q1
q2
q3
(V ) = RR (V ) ⊕ RR (V ) ⊕ RR (V ),
(23)
1
P
P
where 0 and 1 are the message manipulators that are used
inside the compression function. The values r1 = 2, r2 = 13,
r3 = 22, q1 = 6, q2 = 11, and q3 = 25 are for the SHA-224
and SHA-256, while r1 = 28, r2 = 34, r3 = 39, q1 = 14,
q2 = 18, and q3 = 41 are for the SHA-384 and SHA-512.

where P r(Θ1 |D)/P r(Θ2 |D) is the posterior odd
ratio, P r(D|Θ1 )/P r(D|Θ2 ) is the Bayes factor, and
P r(Θ1 )/P r(Θ2 ) is the prior odd ratio.

proposed design employed the Bayesian test factor and odd
ratios to measure the randomness level of block cipher functions. The proposed design was applied to the PRESENT
and IDEA block cipher functions, and SipHash and SQUASH
MAC functions. The randomness test of the functions showed
the number of nonrandom rounds of each function and the
ration of nonrandom to the random rounds.
The NIST test suite also employed to test the randomness
of the reduced round SHA-3 [14]. The proposed work turned
the internal blocks of the SHA-3 reduced round into PRNG
then applied the NIST test suite on them. For the reduced
round SHA-3, the randomness ratio was 21.3% for 3 rounds
of the Keccak hash function. However, this result implies no
significance since it was applied on 3 rounds instead of full
rounds.
The ALgebric Normal Form (ANF) of random boolean
functions to test symmetric ciphers and hash functions was
presented in [15]. The proposed work presents new statistical
testing for AES, SHA-0, MD4, MD5, Ripmid, and SHA-1
functions. The work employed Pseudo-Random Bit Generator
(PRBG) to turn the internal blocks of the functions.
In our work, we analyze the randomness of the SHA
functions directly, without turning the blocks into PRNG. Our
work is performed on different SHA standards and a suggested
modification is proposed. The proposed modification produces
more randomness to the output hash than any other flavors of
the SHAs.
In the subsequent section, the randomness test, logarithmic
Baeyian factor test, and odd ratio test will be elaborated in
details.
IV. T HE R ANDOMNESS T EST
A. Definition of The Randomness Test
The randomness is calculated after each round of the SHA1 and SHA-2 algorithms. Figure 4 shows the block diagram
of the randomness test. An input message (M ) is fed to the
compression function (SHA-1 or SHA-2). After each round of
the processing phase, the intermediate hash value is divided
into small bit groups (G). Then the randomness test is applied
by XORing a certain bit group of the current output (Hi ) with
the same bit group of the previous round (Hi−1 ). Then, the
odds ratio is computed by checking whether the output of the
XORing is uniformly distributed. The results of all rounds and
bit group categories are stored to apply the odd ratio equation
on them. This will be applied for four different bit group sizes
(1-bit, 2-bit, 4-bit, and 8-bit groups), where each bit group
category has its distinct calculations.
B. Logarithmic Bayes Factor
The Bayes factor test is performed using the Bernoulli
model, where n Bernoulli trials are performed. The success
probability is denoted by χ, which represents the successes
number of trials that follows the binomial distribution.
In our model, the Bayes factor test is performed on two
models (Θ1 and Θ2 ). The probability of success for the Θ1
and Θ2 models are χ1 and χ2 , respectively. Considering that

M
SHA-1/
SHA-2

HASH
Hi-1
XOR

G

...

Hi

Fig. 4. The randomness test on the SHA-1 and SHA-2

the number of success of n trials is m. Then the Bayes
factor equations for Θ1 and Θ2 are represented by a binomial
distribution model, as seen in Equation (30).
P r(D|Θ1 )
n!
=
pm (1 − p)n−m (n + 1),
P r(D|Θ2 )
m! (n − m)!

(30)

where p represents χ1 or χ2 .
To avoid the problem of floating point overflow, the logarithm of the Bayes factor is computed instead of the Bayes
factor [16]. Moreover, the factorial (n!) is replaced by a
gamma function. According to [17] the gamma function (Υ)
of the factorial (n!) is represented by (31).
n! = Υ(n + 1)!

(31)

After substituting the Υ function the Bayes factor equation
becomes:
Υ(n + 1)
P r(D|Θ1 )
=
pm (1−p)n−m (n+1).
P r(D|Θ2 )
Υ(m + 1) Υ(n − m + 1)
(32)
Then after applying the logarithm on Equation 32, the logarithmic Bayes factor becomes:
P r(D|Θ1 )
= log Υ(n + 1) − log Υ(m + 1)
P r(D|Θ2 )
(33)
− log Υ(n − m + 1) + m log p + (n − m) log(1 − p)
log

+ log(n + 1).
The efficient computing of the Logarithmic Bayes test using
computer programming is the reason for using the logarithmic
form [16].

C. Odd Ratio
The odd ratio represents the ratio between the two hypotheses (Θ1 and Θ2 ) in the presence and absence of each one of
them toward the other [18]. The odd ratio test is performed
according to the procedure described in Algorithm 1. The
algorithm accepts the input message (M) and the set of bit
group sizes (G); in our work, we set G to have four different bit
groups (1, 2, 4, and 8-bit groups). The algorithm works for the
SHA-1 and SHA-2 hash standards, which must be determined
before the beginning of the test. The bit group categories
are processed one after the other, where for each bit group
the corresponding SHA calculations are performed through
all rounds (t). The value of t is determined according to the
definition of SHA, as discussed in Section 2. The Intermediate
Hash Value (IHVi−1 ) of the previous round is assigned to the
Hi−1 and the IHVi is assigned to the Hi .
Algorithm 1: Odd Ratio
Input: Message (M ); //One Block
Input: G =[ 1, 2, 4, 8]
Output: Odd Ratio
1 Determine(SHA) ; //SHA-1 or SHA-2
2 while g ∈ G do
3
for i ← 1 to t − 1 do
4
Hi = IHVi
5
Hi−1 = IHVi−1
6
for j ← 1 to t mod G do
G
j
7
Resi j = Hij ⊕ Hi−1
8
9

Υ(n+2)
r(D|Θ1 )
k
n−k
]
log P
P r(D|Θ2 ) = log[ Υ(k+1)Υ(n−k+1) p (1 − p)
Odd ratio

The IHV value is divided into groups, which are multiple
of G. Then the corresponding results of XORing the current
G
and previous analogous bit group position are stored in Resi j
array. After processing all bit groups and all internal rounds
of the SHA function, the random selection of data (D) is
performed by performing n Bernoulli trials considering round
(i), bit group (g), and success (k). For each bit group (G), the
success probability (p) is equal to 2−g , where g is the corresponding bit group size. For each bit group, all k successes
are counted and the corresponding logarithmic Bayes factor
is computed for each round (i). Consequently, the odd ratio
value for each round is the accumulated values of logarithmic
Bayes factor of the corresponding round and bit group.

message is not included in the padding, which protects
the message from any targeted attack.
2) Process: After padding, the message is divided into
blocks of 64-bit. Then, each block is expanded using
the expansion equation of the SHA-512. The design
works on 80 steps. These steps are divided into four
stages, each stage comprises 20 steps. For each stage, the
compression function of the SHA-1 is used, as shown in
Table I. Each step maintains a distinct constant K. The
constant values are generated
p by taking the least 64-bit
of the fractional part of the 3 Zp in hexadecimal, where
Zp represent the first 80 prime numbers.
3) Output: The output hash is produced by taking the
concatenation of the eight working state variables to
form 512-bit hash. For hash standard with shorter length,
e.g., the SHA-1, the hash value is taken from the least
significant 160-bit of the produced output.
V. R ESULTS AND D ISCUSSIONS
The odd ratio test is performed on the SHA-1, SHA-2, and
A modified SHA function. The modified SHA hash function
performs different padding technique by using 10 ∗ 1 method.
In this method, we excludes the message size from being
processed during hash computations.
As the test performs a massive number of compression
function calculations, the execution program was tested using
GPGPU unit. The experiments were conducted on Chameleon,
which is a configurable experimental environment for largescale cloud research [19]. On Chameleon, we reserved a
cluster lease with 2-Intel Xeon processors 3.2GHz with 56
threads, 128GB of RAM, and Tesla P100 GPU with 3584
cores.
TABLE II
O DD R ATIO RESULTS FOR THE SHA-1, SHA-512 AND M ODIFIED SHA
Odd Ratio

Round
SHA-1

SHA-512

Modified

1

−1.78 × 108

−1.177 × 107

−1.214 × 108

2

−1.62 ×

108

107

−1.186 × 107

3

−1.55 × 108

−1.168 × 107

−1.159 × 107

4

−1.58 × 108

−1.59 × 107

−1.143 × 107

5

−1.43 ×

108

107

−6.32 × 106

17

−8.68 × 107

−520

−425

20

−7.43 × 106

−65.66

630

D. Modified SHA

21

105

478

648

The modified SHA design that we suggest works by employing the function of the SHA-1 and the function manipulators of the SHA-2. The proposed design works as follows:
1) Padding: The message padding technique in our design
is different. We follow the 10 ∗ 1 technique where ”1”
is appended to the end of a message then followed by
zeros and ”1”. In this padding method, the size of the

27

−100.68

520

645

28

−15.68

680

745

29

200.68

598

635

78

578

633

788

79

598

812

596

80

620

599

623

−6.95 ×

−1.187 ×

−1.53 ×

Table II shows the results of the odd ratio test of the SHA-1,
SHA-512, and modified SHA. For space limitation, we omit
the results of some rounds. According to the Bayesian odd
ratio, the number of nonrandom rounds for the SHA-1 is 28.
This is because the odd ratio values of the first 28 rounds of
the SHA-1 give negative values. The SHA-512 performs better
than the SHA-1 with 20 nonrandom rounds. The modified
version performs the best and produces 17 nonrandom rounds.
TABLE III
A LL TEST RESULTS
Hash Function

#Non-Random Rounds

Total #Rounds

Non-Random%

SHA-1

28

80

35

SHA-224

19

64

29.68

SHA-256

20

64

31.25

SHA-384

19

80

23.75

SHA-512

20

80

25

Modified SHA

17

80

21.25

Table III shows the results of performing the odd ratio test
on the SHA-1, SHA-2, and Modified SHA functions. The
SHA-1 produces 28 nonrandom rounds among 80 rounds with
non-random percentage of 35%. The SHA-224 and SHA-256
produce approximately the same number of nonrandom rounds
with 19 and 20, respectively. The modified SHA function
shows the best results in case of nonrandom rounds with 17
non-random rounds.
VI. C ONCLUSIONS
This paper presented a model that examines the randomness
of the internal rounds of the SHA-1 and SHA-2 standards.
A modified SHA design was proposed to improve the randomness of the internal rounds. The Bayesian factor and
odd ratio tests were used to evaluate the hash functions.
The CUDA platform was utilized to perform the experimental
analyses, which was implemented with the help of Chameleon
large-scale experiments testbed. The results showed that the
Modified SHA produced more random rounds other than the
other functions.
In the future, the same analyses will be applied to the SHA3 hash function (Keccak). Moreover, more experiments will be
conducted to test the Avalanche and Difference analyses for
the SHA functions.
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