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Abstract: With the mushroom growth of state-of-the-art digital image and video manipulations tools, establishing the authenticity
of multimedia content has become a challenging issue. Digital image forensics is an increasingly growing research ﬁeld that
symbolises a never ending struggle against forgery and tampering. This survey attempts to cover the blind techniques that
have been proposed for exposing forgeries. This work dwells on the detection techniques for three of the most common
forgery types, namely copy/move, splicing and retouching.

1

Introduction

A picture may worth a thousand words but, alongside, it may
have scores of interpretations. One wonders whether the
proverbs, like ‘seeing is believing’, are relevant in today’s
life. Images and videos can be altered on the ﬂy with a
variety of common editing tools. Some of the manipulated
images ‘have even’ received awards for their ‘originality’.
Owing to such sophisticated digital image/video editing
software tools, the establishment of the authenticity of an
image has become a challenging task, encompassing a
variety of issues. In this age of illusions, there is a huge
question mark over the use of multimedia data as an
evidence in the courts of law.
Digital image forensics is a ﬁeld that analyses images of a
particular scenario to establish (or otherwise) credibility and
authenticity through a variety of means. It is fast becoming
a popular ﬁeld because of its potential applications in many
domains, such as intelligence, sports, legal services, news
reporting, medical imaging and insurance claim
investigations [1, 2]. A very interesting area within this
context is the sports’ video tampering. The increasing
reliance on the technology – in popular sports, such as
football, tennis and cricket – has the risk of tampering
outcomes in the favour of one of the competitors because of
the amounts of the monetary investments, legally
(telecasting and betting) or illegally (match ﬁxing and spot
ﬁxing). This survey deals with the state-of-the-art digital
image forensics in the context of three predominant types of
forgeries: (a) copy or move forgery, (b) image splicing and
(c) image retouching. There are already some attempts to
review blind forensics techniques, such as those reported in
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[1, 3–7]. However, the authors of these surveys focus only
on the characteristics of one selected class of forgery
methodologies. We attempt to exhaustively survey the
recent literature on the subject to complement those efforts.
The rest of the survey is organised as follows. A concise
account of the background concepts, needed for the
understanding of this survey, is given in Section 2. Sections
3–5 are dedicated to the survey of image forensics in the
context of the three considered types of forgeries. The
concluding remarks are provided in Section 6.

2

Background

The driving force behind the digital image forensics is image
forgery. Image forgery can be traced back to as early as 1840s
when Hippolyte Bayrad created the very ﬁrst fake image
(Fig. 1), in which he was shown committing a suicide [8].
In 1860s another fake image appeared in which the head of
Abraham Lincoln (the then US President) was ﬁxed over
the body of an adversary politician, John Calhoun [9].
Many other instances could be found in the history of the
period spanning over the late 19th century and the early
20th century. With the advent of the Hollywood factor,
motion ﬁlms with synthesised scenes have become a norm.
Various tampered war photographs then appeared and the
use of such photographs was considered part and parcel of
a successful war propaganda. Computers revolutionised the
art with early ‘super examples’ of the work as Terminator,
Jurassic Park and Forest Gump, in the early 1990s. The
21st century dawned with the tragedy of 9/11, when many
innocent civilians lost their lives. Different videos of Osama
bin Laden emerged, of which many were, later on,
1
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In contrast, the statistical methods are considered more
robust and convincing as they analyse the pixel values of
the image.
The operations that are performed in blind image forensics
have three main aspects:
1. source identiﬁcation,
2. forgery detection and
3. detection of computer generated images.
Source identiﬁcation [13] speciﬁes the source device
that had been used to capture the image, whereas
forgery detection traces the tampering evidence [http://www.
csc.fsksm.utm.my/syed/research/image-forensics/10-imageforensics.html]. The availability of traces or clues would
indicate that the image in question is tampered with or
otherwise [7]. Owing to the availability of sophisticated
software and hardware tools, it is possible to create
computer generated images and illusions. The ﬁlm industry
has been actively using such tools to routinely turn ﬁction
into reality with real-life accuracy.

Fig. 1 First fake image

determined to be fake through forensics analyses [10]. With
the passage of time, many advanced software editing tools
have been made available to the end users who can now
easily alter an image with little or no effort. With such a
long history of forgeries, photography, especially digital
photography has lost its innocence. Over the past few years,
many techniques have been introduced to tamper images or
videos. These techniques can be classiﬁed into following
three general categories [2, 8]:
1. copy/move forgery,
2. image splicing and
3. image retouching.
The techniques from each of these categories can be
implemented additionally as (a) active or (b) passive
approaches [7]. The active approaches are mostly concerned
with the data hiding techniques, such as digital watermarks
and digital signatures, wherein prior information is
considered essential and integral to the process. Data hiding
approaches embed some secondary data into the cover
images. Usually, the watermarks are either embedded at the
time of the image acquisition through specially equipped
devices or later after further processing of the actual image.
However, the latter approach may degrade the quality of the
original image [4]. As opposed to their active counterparts,
the passive approaches do not require any prior explicit
information about the original image [7, 11, 12]. The
passive blind techniques, where the analyser has just the
ﬁnal product at disposal, provide a solution to identify
image alterations without relying on the insertion of an
extrinsic data or digital signatures for the image
authentication. These blind techniques are the main
category of the forensic method surveyed in this paper.
Blind passive forgery detection methods are broadly
categorised as being (a) visual and (b) statistical. Visual
methods are based on visual clues that may not require no
hardware or software tools. For example, inconsistencies in
images and light deformation on an object within an image.
2
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Detection of copy/move forgery

Copy/move forgery is one of the most popular forms of
tampering in which some region is copied from a particular
location in an image and thereafter pasted at one or more
locations within the same image or a different image of
preferably the same scene [2]. Two examples are given in
Fig. 2 to demonstrate the copy/move forgery.
The original image, as reported in [14] in the form of
Fig. 2a, is depicting two army vehicles. The image is
forged to obtain the image in Fig. 2b. The truck has been
camouﬂaged from the image by copying a region that is
roughly of a circumference as indicated by the circle and
moved to the location of the truck (in the original image).
The second example (Fig. 2c), which is cropped from an
original birth certiﬁcate, offers an instance of a very serious
crime in the form of document forgery. The tampered
version is shown in Fig. 2d, in which, one can see how the
birth date has been changed by copying digits from the
registration number ﬁeld.
Recent surveys and feature analysis studies dwelling on the
copy/move forgery detection can be found in [2, 15–18]. A
simple taxonomy of such methods presented in most of
these publications follow the classiﬁcation, graphically
described in Fig. 3. Broadly speaking, the detection
methods may either be brute force, involving exhaustive
search or block based. These techniques usually rely on the
correlation between the original patch and the suspected
pasted version.
The ‘brute force’ approach involves an exhaustive search
that overlays a given image with circularly shifted versions
to examine matching segments [14]. ‘Exhaustive search’ is
not that effective when some post-processing is applied to
the copied area. Moreover, the computational complexity is
too high to make such a comparison with an attractive
proposition. With very large copy/move patches,
autocorrelation may also be an effective strategy to reduce
the complexity. However, normally the patch sizes cannot
be made to conform to about a quarter of the forged image
[14]. ‘Block-based matching’ techniques give better results
in comparison with the exhaustive search- and
autocorrelation-based methodologies. Exact matching of
blocks may have limited value in the face of the fact that
IET Image Process., pp. 1–11
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Fig. 2 Example of copy-move forgery
a Original image 1
b Forged image 1

usually the forged areas are post-processed and may not retain
the original values. ‘Approximate block matching’ can be a
better option as one can impose some threshold on the
(mis)matching or extract robust features (RFs) from the
suspect area for comparison. A typical approximate block
matching strategy splits the image into overlapping blocks
and apply a suitable technique to extract features on the
basis of which the blocks are compared to determine
similarity. The block-based matching techniques may be
classiﬁed as follows.
3.1

transform involves a relationship of the form
⎡
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Spatial domain matching

Most of the known block matching techniques concentrate on
the transform domain rather than the spatial domain. Of the
few spatial domain algorithms, one is proposed in [19] to
detect region duplication. The algorithm splits the image
into overlapping blocks and for comparison, extracts a
vector of seven features from each of the blocks. The ﬁrst
three features are the respective averages of red, blue and
green colour components. The other four features are
obtained after transforming the image to the YCbCr space –
as the Y-component – on the basis of horizontal, vertical
and the two diagonal directions. An array consisting of the
vector of each block is then lexicographically sorted to
carry out the matching. Note that the RGB to YCrCb

Another spatial domain method [20] is based on the
decomposition of the bit-plane slices of the investigated
image followed by the encoding of these bit blocks with
respective ASCII values, and then looking for the
duplicated regions. This process produces high accuracy in
reasonable time, but does not work for the JPEG images
and in cases of rotation and scaling of the copied region.
There are many spatial domain techniques showing
robustness against some post-processing. Liu et al. [21] use
circle block and Hu moments to detect the rotated regions
in a forged image. The method is claimed to have a good
accuracy and low computational complexity because of its
reliance on fewer selected features. To reduce the time
complexity, Sekeh et al. [22] propose a technique based on

Fig. 3 Methodology classiﬁcation
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the block clustering that is implemented by using the local
block matching algorithm. The technique reported in [23]
applies radix sort to the overlapping blocks followed by the
median ﬁltering and connected component analysis for
forgery detection. The method is claimed to be simple,
efﬁcient and localises detection without image degradation.
3.2

Transform domain matching

The approximate block matching techniques are usually
based on the use of some intra component transformations,
such as the discrete cosine transform (DCT) [24] or the
discrete wavelet transform (DWT) [25]; and some artiﬁcial
intelligence (AI), or statistical techniques, such as the
principal component analysis (PCA) [26]. The general
equation for a two-dimensional (2D) (M × N image) DCT is
of the following form
âk, l



pk (2r + 1)
= uk vl
ar, s cos
m
2
r=0 s=0


pl (2s + 1)
× cos
n
2
m−1 
n−1


(1)

√
√
for
k > 0,
with √
u0 = √1/m, uk = 2/m
v0 = 1/n, vl = 2/n for l > 0,
where ar,s denotes the pixel from the rth row and the sth
column and âk,l denotes the DCT coefﬁcient from the kth
row and the lth column. The most popular family of the
DWTs is the one by the Belgian mathematician Ingrid
Daubechies who postulated it in 1988 [27]. The lossless
Daubechies-5/3 transform can be taken as an example
whose 1D ﬁlter can be deﬁned as
⎧
1
⎪
⎪
⎨ Hi = s2i+1 − 2 s2i+2 + s2i
⎪
1
1
⎪
⎩ Li = s2i +
H + Hi−1 +
4 i
2

(2)

where Li and Hi represent cofﬁcients in the low- and
high-frequency subbands, respectively, obtained after the
application of the transform to the original signal
coefﬁcients, si. The 2D transformation can be realised by
sequentially applying the 1D version row-wise, and then
column-wise.
In the spatial domain, one can easily relate the information
content of a pixel to its location within the image. That is why
spatial domain methods are easy to comprehend and any
manipulation for the detection of forgery is all about
WYSIWYG. The downside is that, in the spatial domain,
the energy is uniformly distributed and each pixel carry an
important information about the scene. This may seriously
jeopardise the efﬁciency of the underlying method. For
instance, If one goes for the overlapping-block-based
comparison, the computational complexity may become too
high, especially for large images. In contrast, the transform
domain methods have the advantage that the application of
DCT or DWT decorrelate the energy and a majority of the
information is concentrated in a few coefﬁcients. This
reduces the input size on the one hand and rather than
comparing the entire pixels of the blocks, a few features are
to compare. Even the location advantage of the spatial
methods is no more, there at the advent of the localised
transforms, such as DWT.
4
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The use of a transform may have one or both of the two
goals, namely (a) the reduction of effective image size and
(b) the extraction of RFs. Although the former is required
to reduce the time/space complexity, the latter is concerned
with the realisation of a possible match even if the
suspected block has undergone some post-processing. The
AI techniques are usually utilised for the extraction of RFs.
In most of the methods, the blocks are lexicographically
sorted on the basis of the extracted features.
3.2.1 Transform-only methods: In [14], the authors
detect copy/move forgery with the quantised DCT
coefﬁcients based block matching. The limitations of their
technique includes false identiﬁcation of a few copied areas
and low reliability with small copied images. A DCT-based
method [24] selects block-wise DCT coefﬁcients to
represent the speciﬁc block and lexicographically sorts the
blocks to check the similarity measure on the basis of some
predeﬁned threshold value.
One of the most popular and favoured by the researchers
and practitioners transform is the DWT, for its localised
nature and the ability to compact most of the image
information into the lowest energy sub-band that is
dyadically reduced in size proportional to the image.
Therefore rather than the suspect image, its lowest energy
sub-band can be subjected to the forensic analysis to reduce
the complexity – a level-2 sub-band would have sixteen
times less coefﬁcients to analyse. On the other hand, DWT
may enable the extraction of very good and RFs for
comparisons. A DWT-based method [28], ﬁrst, exhaustively
searches for the identiﬁcation of matching blocks, and then
uses phase correlation for the detection of the copied
region. However, the technique gives poor results if the
copied region is slightly scaled or rotated [2, 28]. In [29],
pixel matching and DWT techniques are utilised to reduce
the dimensions. Moreover, phase correlation is used for the
detection steps in the copied and pasted regions. To
improve the forgery localisation, mathematical morphology
is employed for the connected regions. The
above-mentioned technique has low complexity and
exhibits robustness against the post-processing of the copied
regions. However, the performance depends on the scene of
the copy/move image.
The blind forensic technique for the copy/move forgery
detection reported in [30, 31] uses DWT to reduce
dimensions and to generate the overlapping blocks of the
compressed image. Thereafter, the blocks are sorted
lexicographically and phase correlation is used for similar
block checking. The technique reduces the time for the
detection process. Another DWT method, by the same
authors, is proposed in [32], which has a higher detection
rate compared with the techniques detailed in [14, 33]. The
technique consists of two phases and uses multi-resolution
characteristics of the wavelets transform to reduce
dimensions. Thereafter, overlapping blocks of ﬁxed sizes
are lexicographically sorted and checked through the
similarity measures. The technique exhibits robustness even
if the forged region is retouched further. Muhammad and
Bebis [34] have suggested a dyadic wavelet transform for
the blind copy/move forgery detection that is translation
invariant. The dyadic transform results in sub-bands after
which they check the similarity and dissimilarity of blocks
in approximate and detailed sub-bands. The noise
inconsistencies are checked in the copied move regions and
appropriated using the DWT. Zimba and Xingming [35]
IET Image Process., pp. 1–11
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combine DWT and PCA to detect the copy/move forgery, but
the method shows poor robustness.
3.2.2
Methods
employing
post-transform
AI/statistical processing: To reduce the complexity,
one approach proposes the sorted neighbourhood strategy
on the basis of DWT and ‘singular value decomposition
(SVD)’ [36]. In this technique, DWT is applied to shrink
the image followed by the use of SVD to select the reduced
dimensions of the ﬁxed-sized blocks from the wavelet
sub-bands. These SV vectors are sorted lexicographically,
which brings duplicated blocks closer, in a neighbourhood,
in the sorted list to facilitate the detection process. Such
forgery detection techniques are mostly not effective on
smooth/uniform areas and highly textured images [14]. In
[37], the authors propose a two-level block matching
technique wherein the ﬁrst-level treatment divides the 8 × 8
ﬁxed-sized overlapping blocks at lower resolutions and
apply SVD to reduce the dimensions of the blocks. The
resultant blocks are then sorted lexicographically to
facilitate matching. The second level further matches the
same blocks with the surrounding overlapping blocks. In
[38], a method is proposed that employs SVD for the
extraction of features and k-dimensional (KD) tree is used
for the similarity measures of the image features. The SV
features are invariant to the geometric transformation and
somewhat degradation. The method is claimed to have
lower complexity compared with some state-of-the-art
methods, such as [14, 19, 28, 33], and robust against
scaling, rotation, noise and blurring.
A comparison study has been carried out in [25] that
elaborates the characteristics of the PCA and DCT in the
presence of noise and compression. The aforementioned
study advocates the preference of the PCA, both for its
accuracy and low time complexity. Mahdian and Saic [26]
presented a blur moment invariant method, in which the
block dimensions are reduced by the PCA. This method
works effectively when some post-processing is performed
on the copied region and/or blur degradation, changes are
brought in the contrast, or some additional noise is
introduced in the image. The limitations of this technique
are the higher computational time and poor performance for
the identical or smooth areas. Popescu and Farid [33]
utilised the PCA method to reduce the dimensions of
ﬁxed-sized blocks. Forged regions are then detected by
sorting the blocks lexicographically. The technique showed
some robustness against small alterations in parts of the
image, but was responsive to additive noise and JPEG
compression.
3.3

Post-processing invariant methods

A majority of the copy/move forgery detection techniques,
presented above are advantageous to use. However, they
have a very limited scope. Most of the techniques despite
having a fair amount of accuracy, exhibit high
computational complexity and are usually less robust to
afﬁne transformations (rotation and scaling) and JPEG (re)
compression. This part mainly deals with post-processing
invariant techniques and is dedicated to methods exhibiting
robustness to scaling, rotation and other geometric
transformations. In this context, a lot of work, in the
literature, has been dedicated to scale invariant feature
transform (SIFT). That is why we categorise SIFT-based
methods separately.
IET Image Process., pp. 1–11
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3.3.1 SIFT-based methods: Huang et al. [39] have
proposed the use of SIFT, which is used for computing
local statistical features. SIFT descriptors detect the changes
in rotation and scaling, but are somehow lacking in
performance. The technique of [40] is effective when the
duplicated regions have distortions because of geometrical
transformations and illuminations. The method uses the key
points, and then compute features at the detected key points
by the SIFT algorithm. For the detection, afﬁne
transformation is applied to the identical regions.
Thereafter, a robust estimation method known as the
random sample consensus is used for the correct key point
matching. The accuracy rate is very high for the detection
of the precise location. Another region duplication
algorithm [41], based on the SIFT features, enhances the
performance and accuracy by matching the SIFT features to
generate results that are less susceptible to noise and JPEG
compression. The technique works effectively against
continuous rotation at various angles and exhibits
robustness to local luminance and contrast changes. SIFT
has been used by Amerini et al. [42] in combination with
the DCT to detect forgery and also to recover the
underlying geometric transforms. In [43], a region
duplication algorithm is proposed that is based on the
Zernike moments. The algorithm is reported to exhibit
superior performance in the context of insensitivity to the
noise and image deformation. Various experiments were
performed to benchmark these methods and the researchers
concluded that if the copied region is rotated before pasting,
then the system detects the forgery accurately. However, the
method does not perform well when scaling and other
afﬁne transforms are performed on the original image.
3.3.2 Specialised invariant methods: Methods robust
against geometric transformations fall in this category
[http://www.ee.columbia.edu/ln/dvmm/publications/PhD_
theses/ttng_thesis.pdf]. Christlein et al. [16] have studied
various features for uncovering the copy or paste forgery in
images of diverse sizes and textures. They analyse that the
lexicographic sorting has a lower false positive rate, but not
suitable when implemented on geometric transformations.
In contrast, the Fourier–Mellin transform (FMT) returns an
overall balanced system accuracy on the geometric
transformations. The same authors proposed a rotation
invariant technique in [44], known as the same afﬁne
transformation selection (SATS) method. SATS has been
applied in a robust method [45] for the veriﬁcation of
duplicated image portions to the block-wise feature vectors
obtained from the lowest frequency DWT sub-band by a
sliding window raster scan. On the basis of colour
coherence, statistical feature are computed from the
coherence characterisation and a support vector machine
(SVM) classiﬁer is used for the blur tampering detection
with a high accuracy rate [46]. The approach reported in
[47] is robust against rotation, scaling, noise and blurring
with a very low computational complexity. The technique
extracts features by applying FMT and uses the counting
bloom ﬁlters. A colour image speciﬁc algorithm based on
the sensor pattern noise was proposed in [48]. Pattern noise
is extracted by using the wavelet-based Weiner de-noising
ﬁlter, which allows features to be selected based on the
signal to noise ratio, information entropy, variance of the
pattern noise and average of the energy gradient. The
method is claimed to be robust against geometric
transformations, such as rotation and scaling, noise and
JPEG compression.
5
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Another forgery detection technique based on the rotation
of duplicated region uses circle block with different angles
for detection [49]. The algorithm solves the main problem
of time complexity by reducing the search space with the
Gaussian pyramid decomposition and reduces the block
dimensions by using PCA. A fast method for forgery
detection has been proposed in [50] that is based on the
speed-up RFs (SURF). The key points are detected by
using SURF and matching is found by using a certain
threshold for the detection process. The method is robust
against rotation, scaling, additive noise and blurring within
an image. Most recently, a passive blind forgery detection
scheme was proposed on the basis of content adaptive
quantisation table estimation [51]. The technique can be
used for the detection of various types of forgeries, such as
copy/move, splicing and synthetic. The accuracy rate of the
procedure reported in [51] is as high as other previously
documented techniques and it is insensitive to the JPEG
images.
The methodologies outlined above are handicapped by one
or more of the following constraints:
† accuracy,
† processing efﬁciency,
† robustness to post-processing in the form of (a) afﬁne
transformations and (b) compression (especially the JPEG).
Accuracy has improved over the years, but even on that
front many techniques have a low detection rate if some of
the geometric transforms are applied to the image or if the
tampered region is small. A near-to-universal approach is
still a far cry. Therefore there is a genuine need to develop
techniques that can eliminate the limitations of the current
approaches.

4

Image splicing

Image splicing techniques signiﬁcantly change the original
image(s) and involve the composition of more than one
image that are combined to generate a tampered image.
If two images with different backgrounds are spliced, then
it is relatively harder to make the boundaries imperceptible.
The example reported in [8] and reproduced in Fig. 4
illustrates the concept of image splicing, wherein the
original image of a rescue helicopter is ﬂipped, and then the
image of shark is blended to obtain a forged image [12].

Blind splicing detection is a challenging problem whereby
the joining regions are investigated by a variety of methods.
The presence of sharp edges (or changes) between different
regions and their surroundings constitute valuable clues to
splicing in the image under investigation. Splicing detection
methods can be roughly divided into two categories,
namely region-based and boundary-based splicing
detection. The boundary-based methods detect the irregular
modiﬁcations at the splicing boundaries. An example is the
passive method by Fang et al. [52] that relies on the sharp
boundaries in colour images. The procedure checks the
consistency of colour division in the surrounding pixels of
the boundary. The authors argue that the abnormality at the
colour edge gives signiﬁcant evidence of tampering of the
images. In region-based methods, the consistency is
checked on the generative model of the image that is
estimated, in case of non-blind detection, from the original
and spliced image to identify the forgery. Farid emphasises
the need of such a statistical image model in [53] for
splicing detection. One such method extracts the features
for classiﬁcation by the Hilbert–Huang transform (HHT)
and statistical model based on the moments of characteristic
functions by applying wavelets to distinguish spliced region
[54]. The technique shows high accuracy results for passive
splicing detection.
One can loosely identify four categories of splicing
detection methods that are detailed in the subsequent
subsections.

4.1

Camera response function (CRF)

In the literature, we ﬁnd quite a few methods that rely on the
clues of the CRF. Hsu and Chang [55] suggested a detection
technique on the basis of the CRFs in different image regions
of the spliced image. The CRF is estimated from the
segmented image region by applying geometric invariants
with the locally planar irradiance points (LPIPs). This
strategy gives comparatively better results as techniques that
solely reply on visual clues. Another splicing detection
method reported in [56] is based on the geometric
invariants and consistency of the camera characteristics. The
technique computes the geometric invariants of the pixels
of doubtful regions and related CRFs of these invariants.
An SVM classiﬁer is then used for the anomaly detection.
The approach is semi-automatic and requires manual
labelling of ambiguous regions that may eventually be a
very time consuming and cumbersome task. In [57], a

Fig. 4 Image splicing example
a Original image 1
b Original image 2
c Spliced image
6
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conceptually similar but automated approach is presented.
The method acquires CRF information using LPIPs from
the segmented area, instead of anomalies from the estimated
CRF of the entire image. In [58], Johnson and Farid
introduced a technique to detect composite images that
compute the principal points of camera from the image of a
person’s eyes. Inconsistencies of these points give evidence
of tampering, but the idea fails in low-resolution images
because of the smaller size of eyes in proportion to the
whole image. The variation used in [59] eliminates the
drawback of low-resolution image by using other facial
features, such as nose or chin instead of the eyes. However,
the technique also needs a reference image for the detection
process, which is infeasible for many applications.
4.2

Model based

Attempts to model splicing can be frequently found in the
literature. Splicing detection with visual clues is a relatively
easier procedure compared with the other forgery detection
techniques. In [60], a method is proposed for the
boundary-based splicing detection that relies on the human
visual system (HVS). Splicing correlation is found between
the boundary and the ﬁxation points produced by the visual
ﬁxation algorithm. However, the technique is highly
sensitive to noise and blurring. In [61], a technique is
outlined on the basis of image quality metrics (IQMs). The
authors have compared their results with the HHT-based
method as reported in [54]. A recently proposed technique
[12] chooses the analysis of variance as the IQM. The
IQMs-based techniques have proven to be considerably
successful in the detection of spliced regions. A recently
published technique [62] is oriented towards image quality
and moment-based features. The authors show through
various experiments that their technique outperforms some
contemporary splicing forgery detection methods. A model
is proposed in [63] that elaborates the bipolar perturbation
of the signal and response of the bicoherence features for
splicing detection. The same authors investigate the spliced
region on the basis of bicoherence features in [64]. The
paper suggests further improvements by using the
bicoherence features. Johnson and Farid [65] have
developed a technique on the basis of inconsistencies of
light. When different parts of the image are combined as a
single-spliced image, direction of light discriminates the
splicing region. The drawback of the aforementioned
technique is that when the light effects are same on the
original and spliced regions or in the same direction, then it
fails in the detection process. The blind technique reported
in [66] automatically distinguishes the spliced region, in
which the phase and magnitude details are sensitive to the
lines, and the edges are suspected to have been caused by
splicing. Moments of wavelet characteristic functions are
used for the differentiation of real and spliced images.
However, the experimental results show that the technique
has low detection accuracy among all of the blind methods
and is time consuming for the feature extraction process.
4.3

Spatial domain

For colour images, a passive splicing detection technique
based on the chroma components is outlined in [67]. The
methodology consists of a grey level co-occurrence matrix
of edge image that is obtained from the chroma image.
Threshold images are produced by subtracting the
horizontal, vertical and diagonal values from the chroma
IET Image Process., pp. 1–11
doi: 10.1049/iet-ipr.2012.0388

image values, respectively, on the basis of some predeﬁned
threshold. Optimal feature selection is performed by the
boosting feature selection and SVM classiﬁer is used for
the detection process. Experimental results show the
effectiveness of technique by using the Cr and Cb channels
instead of the luminance channel Y [67]. Recently, for
synthetic and real images, a technique has been proposed in
[68] that uses the estimated radial distortion from various
regions of the image on the basis of line calibration. The
efﬁciency of this approach is not convincing because when
two images of same distortion or noise are spliced, then it
gives little or no evidence of tampering. Dong et al. [69]
analysed the discontinuity of pixels in the image and
coherency caused by the splicing. Run length
representations were used for feature extraction and SVM
was used as the classiﬁer. The technique has a high
detection accuracy and low complexity. A feature analysis
technique for the detection of splicing traces on the basis of
boundary surroundings was proposed in [70]. The
aforementioned technique is effective for the kind of images
that are usually used in commercial products. A novel
approach detailed in [71] computes the edge gradient
matrix, followed by the approximate run length
computation for the image splicing detection. To further
improve the accuracy rate, some of the features are
extracted from the histogram of the run length. The method
is claimed to have low computational complexity and high
detection accuracy with lower feature dimensions.
4.4

Transform domain

A lot of works in splicing digital images that are based on the
spectral or transform domain methods. The approach
elaborated in [72] is developed to circumvent JPEG
resising, which relies on the correlation of the surrounding
values of the DCT coefﬁcients as well as the SVM for the
detection process. The authors argue that the scale factors
may seriously affect the performance of the methods.
Moreover, the detection in a highly complex situation is not
satisfactory. Sun et al. [73] present a wavelet domain
method on the basis of the natural image statistical model.
Generalised Gaussian model is employed for estimating the
parameters and features from each wavelet sub-bands.
Owing to the high detection accuracy and simplicity, the
above-mentioned technique can be utilised for many
applications. The technique proposed in [53] also uses the
natural image model for tampering detection. Another
region-based passive technique relies on the motion
blurring [74]. The method computes blurs by using the
spectral matting approach of [75]. Moreover, the method
also checks the divergence or the inconsistency within the
estimated blur as a difference between the doubtful spliced
region and the rest of the image. A comparison with
another blur-based technique, described in [76], shows that
the methodology reported in [74] gives better accuracy than
the existing motion blur approaches, but exhibit lower
efﬁciency in comparison with the DCT-based approaches.
Texture change can be an important side effect of splicing.
The method of Jing et al. [77] blindly looks for such side
effects resulted in the image after being tampered. The
authors refer to these side effects as the ‘eclosion traces’ for
their resemblance with the metamorphosis in insects. Dual
tree wavelet transform is used for the image decomposition
to remove the noise attributed to the change in the texture.
Based on the gathered information, the image can be
reconstructed. This technique provides better accuracy when
7
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Fig. 5 Image retouching examples
a Original image
b Colour change
c Weather change
d Blur background

compared with the technique described in [78] that focuses on
the in-harmonic points, which represent the pixels having
different intensities from their neighbours. In the context of
noise inconsistency, Mahdian and Saic [79] have used the
high-resolution wavelet coefﬁcients for the estimation of
noise. Obviously, the detection rate of such a technique is
not satisfactory when the noise ratio is low. Moreover, if
the variance of isolated regions in an image is equal, then
the method fails to detect the forgery. In essence, the
existing methods of splicing detection have high accuracy
rate, but most methods have time complexity issues and
validity for geometric transformations is not that satisfactory.

5

Image retouching

Image retouching is another class of forensic methods that
pertains to a slight change in the image for various aesthetic
and commercial purposes, not necessarily conforming to the
standards of morality. The retouching is mostly used to
enhance or reduce the image features. Usually this type of
forgery is realised by changing the colour or texture of the
objects, intensify the weather conditions or simply
introducing some blur for defusing the objects. The
example
[http://www.cs.uccs.edu/cs525/studentproj/projS
2006/sasummer/doc/] given in Fig. 5, demonstrates the
effects of the retouching. Fig. 5a is the original image,
whereas Fig. 5b shows the change of colours of the
headlights and some background objects. Fig. 5c changes
the weather conditions, from cloudy weather to sunny day.
Fig. 5d blurs some of the background cars to diffuse the
information. Image retouching has long been the norm in
commercial photography, usually for photo-sessions, as
well as a routine in the showbiz industry. This type of
forgery is also known as the image enhancement for its use
to improve facial features. The example reported in [8] and
shown in Fig. 6, illustrates that in magazines and other
related ﬁelds, facial features are retouched that may be
considered ethically wrong. We also see some of the ﬁlm
industry stars refusing to allow retouching of some of their
ﬁgure
features
[http://www.dosomething.org/news/5celebrities-rejecting-hollywoods-photoshop-fever].
Forgery detection, in case of image retouching, involves
ﬁnding the enhancements, blurring, illumination and colour
changing. Forgery detection may be an easy task, if the
original version is available. Otherwise, with blind
detection, the task may be very challenging. Detection of
blurred objects, because of manipulation, is a common
8
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problem in different types of forgeries. For the
manipulation of images, two types of modiﬁcations are
applied, namely local and global modiﬁcations [80]. Local
modiﬁcations are usually used in the copy/move forgery or
in the case of splicing. For the detection of contrast
enhancements that perceptually impact the image, global
modiﬁcations are usually investigated. Global modiﬁcations
are predominantly used for illumination and changes in
contrast.
In [80], a contrast detection technique is presented that
takes into account the global modiﬁcations in the image by
detecting the negative or positive changes within the image
on the basis of IQMs and the binary similarity measures.
As already stated, the IQMs may offer considerable clues to
detect the statistical changes. On the other hand, the
features of binary similarity measures are used to ﬁnd the
differences. This non-blind technique is quite effective and
produces signiﬁcantly accurate results in cases, when the
image is highly modiﬁed. A classiﬁer is designed in [81]
for the distortion measure between the original and the
doctored image. The latter may consist of many types of
operations, such as change in brightness and blurring. The
classiﬁer gives better performance if more than one
operation is applied to the image.
A blind identiﬁcation algorithm, for the retouching forgery
is based on the bi-Laplacian ﬁltering [82]. This technique
searches for each block of the image on the basis of a KD
tree and derives the adjacent matching blocks. The
technique is applicable to the uncompressed images and
compressed high-resolution images. The accuracy also

Fig. 6 Retouching by a magazine in which the real face on right is
replaced with the left one
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depends on the size of the tampered area for high-level
compressed images. A blind forensic algorithm is detailed in
[83], which not only detects the global enhancements that are
used to modify the image, but also proposes a method for
the histogram equalisation. A similar iterative method is
based on the probabilistic model of pixel values that jointly
estimates the forensic detection of contrast enhancement [84].
The probabilistic model identiﬁes the histogram entries that
are the most likely to occur with the corresponding
enhancement artefacts. The algorithm provides accurate
estimates if the enhancements are non-standard.
There are a variety of contrast enhancement and gamma
correction detection algorithms that can blindly detect the
image modiﬁcations and enhancements locally and globally
[83, 85]. Cao et al. [86] present a method for the blind
detection of gamma correction for the detection of image
forgery. The forensic estimation technique is based on the
histogram characteristics that are measured by patterns of
the peak gap features. These peak gap features for the
gamma correction detection are discriminated by the
precomputed histogram of images. Experimental results
suggest that this technique is effective for both local and
global gamma correction modiﬁcations.
Many methods have been proposed for retouching the
forgery detection. However, we still believe that the domain
has not gained as much attention as the copy/move, and
splicing forgeries. Most of the proposed detection techniques
work well if the image has been highly modiﬁed from the
original. Moreover, the techniques are mostly non-blind as
the original image is needed to discriminate the statistical
changes, which are caused during the contrast modiﬁcations
and blurring. For example, Wei et al. [87] detect blur by
extracting the sharp edge points in the contour domain from
both the original and the tampered images.

6

Conclusions

A concise survey on the forgery detection methods was
presented that may help researchers explore new ideas and
provide new solutions to the challenges in the ﬁeld,
especially with blind methods. An attempt has been made
to introduce various promising techniques that represent
reasonable improvements in the forgery detection methods.
Still these improvements are far from being perfect and
have certain drawbacks that must be eliminated to obtain
effective results. Speciﬁcally, the DCT- and PCA-based
techniques, described in this survey, exhibit high
computational complexity and do not possess effective
accuracy rate. Moreover, the DCT-based techniques are
inapplicable when considering highly textured and small
forged regions. There are techniques exhibiting improved
detection accuracy, but having high computational
complexity. Moreover, most of the methods may not be that
responsive to the geometric transformations, such as
rotation and scaling. The factor of human perception is also
not counted as a factor during the development of these
techniques. Therefore there is a need to develop techniques
that are automatic, HVS motivated and effective against
geometric transformations. In essence, this work, surveyed
detection techniques for three of the most common forgery
types, namely copy/move, splicing and retouching. Most of
these have been handicapped by one or more factors that
include limited accuracy rate, low reliability and high
complexity in addition to their sensitivity to various
transformations and non-responsiveness to noise.
IET Image Process., pp. 1–11
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