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ABSTRACT
Cloud computing is becoming increasingly popular because of the dynamic deployment of computing service. Another
advantage of cloud is that data conﬁdentiality is protected by the cloud provider with the virtualization technology.
However, a covert channel can break the isolation of the virtualization platform and leak conﬁdential information without
letting it known by virtual machines. In this paper, the threat model of covert channels is analyzed. The channels are
classiﬁed into three categories, and only the category that is new to cloud computing is concerned, for example, CPU
load-based, cache-based, and shared memory-based covert channels. The covert channel scenario is modeled into an
error-corrected four-state automaton, and two error-corrected algorithms are designed. A new detection framework termed
C2Detector is presented. C2Detector includes a captor located in the hypervisor and a two-phase synthesis algorithm
implemented as Markov and Bayesian detectors. A prototype of C2Detector is implemented on Xen hypervisor, and its
performance of detecting the covert channels is demonstrated. The experiment results show that C2Detector can detect
the three types of the covert channels with an acceptable false positive rate by using a pessimistic threshold. Moreover,
C2Detector is a plug-in framework and can be easily extended. It is believed that new covert channels can be detected
by C2Detector in the future. Copyright © 2013 John Wiley & Sons, Ltd.
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1. INTRODUCTION
With the dynamic and elastic allocation of resource
and service, cloud computing has become increasingly
popular [1–3]. The fundamental mechanism of cloud is
virtualization, allowing virtual machines (VMs) to instantiate
stand-alone operating systems (OSs) on demand on the
basis of a software layer called VM monitor (VMM) or
hypervisor [4]. Although the virtualization technology
provides strong isolation for the cloud, security and privacy
are always the open problems [5]. Some of the problems
are essentially traditional web application and data-hosting
ones, for example, phishing, downtime, data loss, and
password weakness. One of the new problems that are
introduced by the shared environment to cloud computing
is the covert channel (CC) attack [6]. By this way,
information is leaked from cloud clients and, in the meanwhile,
security provided by isolation breaks down [7,8].
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To enhance the security of cloud computing, some
protection mechanisms have been presented [9,10]. sHype
[11] is a Mandatory Access Control-based security extension
to Xen hypervisor [4]. For example, sHype enables the
Chinese Wall and the Type Enforcement policy to specify
whether or not the resources can be accessed by the VMs.
Lares presents a hybrid approach, giving security tools the
ability to monitor actively while still beneﬁting from the
increased security of an isolated VM [12]. HyperSentry
presents a novel framework to enable integrity measurement
of a running hypervisor by introducing a software
component [13]. However, these protection mechanisms
may fail because the massive parallel cloud context
creates numerous implicit high-resolution clocks used to
construct the CCs [14].
Covert channel is a leakage mechanism used to transfer
conﬁdential information violating security policies speciﬁed
by the information systems [15,16]. It is the main threat to
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the multi-level secure systems, for example, OSs [17,18],
database systems [19], network [20,21], and cloud
computing [7]. Trusted computer system evaluation
criteria [15] and Common Criteria for Information
Technology Security Evaluation (CC) [22] secure criterions require CC analysis when building secure systems.
The objectives of CC analysis are identiﬁcation, estimation
capacity, detection, and handling [23,17,24,25]. This
paper concerns the detection technology and presents a
new detection framework C2Detector.
Detection in this paper is to determine the CCs in
operational track records. Cabuk et al. [26,27] present an
algorithm to detect TCP/IP network covert timing channel.
They believe that the regularity of the packet intervals
indicates the difference between the covert and normal
channels. Therefore, they present two methods to measure
the regularity. The ﬁrst method examines whether the
variance of the intervals remains constant using standard
deviation. The second method computes the relative
difference between each pair of the sorted intervals.
Similar to that of Cabuk et al., Berk et al. [28] present a
statistical algorithm to detect the CC whose packet intervals
center around two different values. The algorithm compares
the ratio of the mean packet count to the maximum packet
count for normal trafﬁc. The lower the ratio is, the higher
the probability of having a CC hidden in packet intervals
turns out to be. Nagatou et al. [29] deﬁne security automata
and show the enforced properties. To detect several CCs at
run time, they use an extra structure to emulate the behavior
of a system by running a subsequence from an interleaved
state sequence of processes. However, these detection
methods and some other ones (e.g., [30,20]) are limited
to the particular network or OSs, unsuitable for detecting
the CCs in cloud computing because of the different
formation mechanisms.
The CCs in cloud are induced by the massive shared
computing resources, and they cannot be detected by the
aforementioned methods. In this paper, the threat model
of CCs is ﬁrst analyzed, and the channels are classiﬁed
into three categories. Only the channels between VMs
new to cloud are considered, and three typical scenarios
(e.g., CPU load-based, cache-based, shared memory-based
channels) are demonstrated and their features are studied
in depth. A detection framework named C2Detector is
presented following some basic requirements: small modiﬁcation to the protected cloud systems, ﬂexible extension to
detect new channels, and acceptable performance impact. An
error-corrected four-state automaton is proposed to model
the channel scenario, and a two-phase synthesis algorithm is
designed to detect the CCs using Markov and Bayesian
models. The prototype of C2Detector is implemented on
Xen hypervisor, and the performance to detect the three
typical CCs is investigated. The experiment results show
that C2Detector is competent to detect these channels, and
it is believed that C2Detector will be able to detect incoming CCs in the future by simple extension.
The distinguished contributions made in this paper are
as follows:

• For the ﬁrst time, the CCs in cloud computing are
classiﬁed into three categories, and only the channels
new to cloud are concerned.
• The CC scenario in cloud computing is modeled into
an error-corrected four-state automaton, which is the
basis of the detection scheme.
• A ﬂexible framework named C2Detector is designed,
consisting of a captor in hypervisor and a synthesis
analyzer in the virtual domain. The performance to
detect the three typical CCs is evaluated.
• A two-phase synthesis detection algorithm using Markov
and Bayesian models is presented, and the pessimistic
threshold is adopted to lower the false negative.
The rest of the paper is organized as follows. Section 2
discusses the threat model, typical scenarios, and some
assumptions. Section 3 describes the design of C2Detector
by introducing the challenges and the formal requirements,
and describes the details of the two-phase synthesis
algorithm. Section 4 describes the prototype implementation
and evaluates the detection performance of C2Detector
framework. Section 5 discusses the extendibility of
C2Detector. Section 6 describes the related work, and
Section 7 concludes this work.

2. THREAT MODEL, SCENARIOS,
AND ASSUMPTIONS
In this section, the CC threat model and scenarios to the
cloud computing are investigated, especially to the lifetime
of VMs. The section ends with some assumptions used
to design the CC detection framework.
2.1. Threat model
Cloud clients instantiate stand-alone OSs on demand, and
deploy software or offer service to the application layer.
When the tasks have ﬁnished, the VMs are destroyed.
Some threats are presented in the lifetime of VMs as shown
in Figure 1.
Start/stop attacks (A3,A4). Cloud platform allows
users to start and deploy malicious hosts easily, which
are used as distributed denial-of-service and Botnet
attacks. In A3 attack, hackers tamper with the image of

Figure 1. Lifetime threats to cloud computing, including tamper,
leakage, and application attacks.
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VMs and trojan in the system before startup. In A4 attacks,
hackers tamper with the stored data to leak or steal the
conﬁdential data. A3 and A4 are induced by VMs, which
lead to inside attacks becoming outside attacks.
Run-time attacks (A1,A2). Virtualization is the
fundamental mechanism of the cloud, providing the
abstract services of hardware resources to the OSs in VMs.
A1 denotes the information leakage attack to inter-VMs,
for example, the CPU load-based and cache-based CC.
Although the hypervisor allocates virtual CPU (vCPU) to
each VM, the tasks will run in the physical CPU eventually
inducing A1 attacks. A2 denotes the CCs in VMs, for
example, the event-ﬂag channels in Linux [17,24]. A1
and A2 leak conﬁdential information in or between VMs and
cannot be eliminated by the deployed access control policies.
Application attacks (A5,A6). A5 attacks target and
modiﬁes the context information of OS calls. A6 attacks
alter the function responses by intercepting and modifying
the return values. In network, A5 and A6 may lead manin-the-middle attacks. However, A5 and A6 are traditional
attacks, which have been studied in depth [23].
2.2. Threat categories of covert channel
The aforementioned attacks cover the lifetime threats of
cloud, and the bottom-up attack targets are hypervisor,
VMs, and applications. In this paper, only the CC attacks
(A1 and A2) are concerned. They can be classiﬁed into
three categories as shown in Figure 2.
Intra-VM covert channels (CC1), that is, processes
level CCs. Malicious processes Pi and Pj with different
secure levels are located in the same OS in domain unit
(DomU). Pi with the higher secure level leaks conﬁdential
information to the lower secure level Pj using the CC.
However, the threat of the CC is limited to the stand-alone
OS. Channels of CC1 have been studied for years, and
some mature analysis methods can be referred to [17,23].
Cross-platform covert channels (CC2), that is,
network level CCs. Malicious processes Pk and Px are
located in different domains and different hardware
platforms. Pk and Px communicate with each other through
the network; therefore, the conﬁdential information can be

transmitted by the network storage and timing channels.
Channels of CC2 are based on the network, which have been
studied since 1987 [20,31].
Inter-VM covert channels (CC3), that is, OS level
CCs. Malicious processes are located in different domains
but the same hardware platform. CC3 is introduced by the
shared resource managed by the hypervisor [7,32,33].
Conﬁdential information may be leaked by CC3 among
competitive companies that is located in the same
hardware, which will bring huge economic losses.
2.3. Threat scenarios of covert channel
Although there are a number of avenues to extract conﬁdential
information from cloud computing, the CC attack is more
advanced. Only CC3 channels are new CCs to cloud, and
the other two types are OSs and network CCs. In this paper,
three typical CC scenarios belonging to CC3 are described.
CPU load-based channels [7,34]. It has been considered
that any physical resources that are multiplexed between the
attacker and target host may form a potential CC in VMs.
One of the most common resources is CPU load, which
can be approximated by the amount of time taken for certain
computations. The conﬁdential information is pre-encoded
into a binary sequence. The sender and receiver transfer
information by changing and observing the CPU load
according to a certain communication protocol, for example,
long waiting time to complete a task means bit 1 is transmitted,
otherwise bit 0 is transmitted.
Cache-based channels [7,35]. The cached-based CC
takes the different cache access latencies as the different bits.
The sender uses the idle ones as transmitting bit 0 and the
frantic accesses to memory block as transmitting bit 1. The
receiver accesses a memory block of her own and observes
the access latencies. High latency denotes the sender is
evicting the receiver’s data from the caches and means bit
1 is transmitted, otherwise bit 0 is transmitted.
Shared memory-based channels [32]. The shared
memory-based channel takes different memory access
intervals as the different bits. The sender sends covert
messages by controlling the data sending time, and the
receiver obtains the message by observing the data arrival
time. The conﬁdential information is encoded into the
different intervals. For example, longer and shorter intervals
denote bit 1 and bit 0, respectively. This type of CC is named
shared-memory covert timing channel (SMCTC).
2.4. Assumptions

Figure 2. Three categories of covert channels in Xen virtual
machines.
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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It is usually considered that the cloud computing is based
on Xen virtualization platform consisting of the hardware,
hypervisor, management domain, and some guest domains
[4]. C2Detector framework runs on Xen platform. It
assumes that only three types of CCs are concerned, which
are CPU load-based, cache-based, and shared memory-based
channel. It is also assumed that the CCs exist in the malicious
domains along with some other innocent domains in the
same cloud platform.
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3. OVERVIEW OF C2DETECTOR
In this section, the design of C2Detector is discussed, starting
off by describing the challenges. To guarantee the detection
of the three types of channels, the requirements are formally
stated. Then, C2Detector is investigated in detail, requiring
the CC to be modeled into an error-corrected four-state
automaton. Finally, a two-phase synthesis algorithm to detect
the CCs using Markov and Bayesian models is presented.
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platform should not be hurt. It also requires that
C2Detector should detect the CCs in real time. Once
any CC is detected, the alarm will be issued.
• Anonymous detection. Operations of the VMs should
be protected in privacy. C2Detector only investigates
the features of shared resources, for example, vCPUs,
cache and shared memory. The precise operations will
not be inferred.
3.3. C2Detector framework summary

3.1. Challenges
The ﬁrst issue faced is that the traditional detection
technology cannot be used in cloud computing. Although
CC has been studied for almost 40 years, the researches
mainly focus on OSs, database systems, and networks
[23]. CC in cloud platform is a new topic, whose features
have not been fully understood. In this paper, this new
type of CC is modeled into an error-corrected four-state
automaton, and the features are investigated.
The next issue is whether the framework can be ﬂexibly
extended to detect the incoming CCs. C2Detector
addressed this problem by adopting a plug-in mechanism.
To detect a new CC, the ﬁrst step is to extract the features
of the channel, for example, ﬁnding the shared resource
and the values or states that can be used by the channels.
Then, these features of the channel are normalized into
detection parameters. Finally, an Extensible Markup
Language (XML) conﬁguration ﬁle containing these
parameters is automatically generated and loaded by
C2Detector as a plug-in.
The last issue is how to solve the bypass operations.
Some operations that have super privileges cannot be
captured in the traditional OSs, which may induce CCs
and hence leads to the failure of detection. However,
hypervisor or VMM in virtualization platform has a higher
privilege than the OSs, where C2Detector resides in and
captures all the operation tracks.
3.2. Formal requirements
C2Detector is a virtualization-based framework designed
to detect the CC3 type of cover channels by monitoring
the operations in VMs. To counter the aforementioned
challenges, the design of C2Detector is based on the
following four high-level formal requirements:
• Complete detection. Detection is to determine the
real CC in operation records. All of the operations
may be potential CCs, so they should be totally
recorded and detected.
• Flexibility of extension. A well-functioning detector
should have the ﬂexibility to support both detecting
new CCs and adding new detection algorithms.
• Acceptable performance impact. An additional
performance impact introduced by C2Detector should
be within acceptable limits. This requirement ensures
that the overall performance of the virtualization

Figure 3 shows the architecture of C2Detector. C2Detector
consists of two-part components. One is a core active
captor, locating in hypervisor and capturing all the
operations triggered by the guest OSs. The other one is a
back-end detector locating in Dom0, used to analyze the
captured operation records and detect the CCs from them.
The captor places a hook inside the hypervisor and
monitors all the hypercalls trigged by VMs. A hypercall
is conceptually similar to a system call. The hypercall
interface allows domains to trigger a synchronous
software trap into hypervisor to execute a privileged
operation, and the communication from hypervisor to
a domain is provided through an asynchronous event
mechanism [36]. Hypervisor can intercept any instructions
that change the states of the machine in a way that impacts
other processes. Therefore, it is an ideal monitor place
where any hypercalls cannot bypass. In CC3 channels,
the malicious processes locating in different VMs cooperate
with the shared resources to communicate indirectly. All
the operations and each state of the shared resource will
be recorded by the capture application. The records
will be sent to the detector locating in Dom0.
The detector is the module to detect in C2Detector,
which is designed as a plug-in form. The detector locates
in Dom0, which has elevated privileges and manages the
other domains. The detector ﬁrst processes the record
stream, normalizes the data, and ﬁnally determines CCs
from the data.
The record stream is processed and saved concurrently
by the captor. Then, the records are normalized. For
example, the captor only records the operation times in
shared memory-based channels. However, the real shared

Figure 3. High-level view of C2Detector framework.
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resource is the time intervals, so the intervals are calculated
from the records. When the data have been normalized,
it will be detected by the two-phase synthesis algorithm.
The detector is made up of two main blocks presently:
Markov detection module and Bayesian detection module.
A two-phase synthesis algorithm is implemented in both
modules sequentially, which can be extended through
plug-in in the future. The records ﬁrst ﬂow into the
Markov detector; all the CCs will be detected with some
false positives because of the pessimistic threshold. Then,
the results ﬂow into the Bayesian detector to reﬁne. When
the records have been detected by the detector, the outputs
are the CCs.
The two-phase synthesis algorithm is designed according
to the CC model, that is, an error-corrected four-state
automaton. The automata model and the details of the
algorithms will be introduced in the following.
3.4. Covert channel modeling
A CC consists of a shared resource, a sender process, and
a receiver process. The sender transmits conﬁdential
information by changing the properties of the shared
resource, and the receiver receives the message by
viewing the changes. In CPU load-based, cache-based,
and shared memory-based channels, the properties are
the CPU load, cache access time, and the memory write
intervals. The changes of these resource properties are
in certain regular patterns. An error-corrected four-state
automaton is designed to model the patterns [37,38].
Deﬁnition 1. Error-corrected four-state automaton
Error-corrected four-state automaton is a ﬁve-tuple
ðQ; Σ; d; q; F Þ
which is shown in Figure 4, and the details of the tuple are
described as follows.

• Q is a states set including the shared resources properties.
• Σ is an actions set abstracted from events involved in
a system.

Figure 4. Error-corrected four-state automaton model.
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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• d : Q  Σ ! Q is a transition functions set denoting
that an action is triggered from one state to another.
• q 2 Q is the initial state.
• F ⊆ Q is the ﬁnal states set.
Taking shared memory-based channel for example, the
property of the channel is the memory write intervals [32].
The longer interval denotes bit 1, and shorter one denotes
bit 0. SMCTC has only four states in the transmission
process as shown in Figure 4, and all the different states
belong to set Q. Set d includes all the transition functions.
At the beginning of the transmission cycle, the initial
state is q2. If bit 0 is sent, the state changes from q2 to
q0, expressed as q2 ! q0. If bit 1 is sent, the state changes
from q2 to q1, expressed as q2 ! q1. When an error occurs,
the state changes from q2 to q3, expressed as q2 ! q3.
When an error occurs, the state changes to q0 or q1
according to the error-corrected algorithm.
However, where do the errors come from? In SMCTC,
the memory write intervals are not exactly consistent.
For example, a sequence of intervals captured is expressed
as T = {t0,t1, . . .,tn}. We take ΔTl, with ta < ΔTl < tb, as
long interval and ΔTs, with tc < ΔTs < td, as short interval,
ΔTl > ΔTs. Here, ta, tb, tc, td mean the ranges of the
intervals. If an interval ti is out of the ΔTl and ΔTs, an error
occurs. The reason for this is that some interferences
are running, and the transition are q2 ! q3, q0 ! q3, and
q1 ! q3 .
To deal with the errors, two simple error-corrected
algorithms are presented in this paper.
• Value closer-based error-corrected algorithm. This
algorithm is based on the approximation. Take ti as
an example, if |ti  ΔTl| < |ti  ΔTs|, it is considered
that bit 1 is transmitted, and vice versa.
• Probability-based error-corrected algorithm. This
algorithm is based on the predetermined probability.
If an error occurs, it is believed that bit 1 is transmitted
with the probability of t and bit 0 with probability of
(1  t).
The ﬁrst algorithm is easy to implement, and the
second one needs to predetermine the probability. The
Markov detector and the Bayesian detector adopt the
second algorithm in this paper. The repeated errors may
mean the channel environment has changed, and the
values of ΔTl and ΔTs should change correspondingly.
The dynamic adjustment is complex, which is not considered
in this paper.
Therefore, the automata model of SMCTC is instantiated
as follows (Figure 4).
• Q = {q0,q1,q2,q3} contains the four states of the shared
resource property.
• Σ = {0,1,e} contains all the terminators normalized
from the intervals captured.
• d : Q  Σ ! Q is a set of transition functions expressed
as a state transition matrix as follows.
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Triggers 0, 1, and e are in the ﬁrst line of the matrix, and
the current states are in the ﬁrst row. The elements in the
matrix are the next states transiting from the current states.
For example, q0 in the second line and the second row
denotes the state changed from q0 when bit 0 is transmitted,
expressed as q0 ! q0.
In the last line of the transition matrix, the states
transiting from q3 depend on the error-corrected algorithms
expressed by x and y. When an error occurs, the algorithm
determines whether a bit 0 or 1 is transmitted and the
corresponding state is q0 or q1. The state will not stay at
p3, denoted by ’ in the matrix.
• q2 is the initial state.
• F = {q0,q1} contains all the ﬁnal states.
Scenarios of CPU load-based and cache-based channels
can also be modeled into this error-corrected four-state
automaton. The channel is assumed to take the binary
encoding mechanism. If a multiple encoding mechanism
is adopted, the corresponding automata just have more
states. It will be discussed in Section 5.

Figure 5. Two-state Markov model of covert channel.

and no other states can transform to it. The automata will
not stay at q3 because of the error-corrected algorithms.
To simplify the model, q2 and q3 are pruned, and a two-state
Markov model is presented in Figure 5. The trigger actions
in the automata are stochastic, and the next state depends
only upon the current state.
The distribution probabilities of the triggers 0, 1, and
e are set as p, q, and r, and p + q + r = 1. Therefore,
the probability of transition q2 ! q0 is p, the probability
of q2 ! q1 is q, and the probability of q2 ! q3 is r.
According to the second error-corrected algorithm, the
state q3 transits to q0 and q1 with probability t and 1  t.
The Markov model is instantiated as follows.
• State space. The Markov chain is H(t), t = 1, 2, . . ., and
the state space is Φ = {q0,q1} denoting the conﬁdential
bits transmitting. The number of the states in this
model is N, and N = 2.
• State transition probability distribution is shown as

 
p þ rt
A ¼ aij NN ¼
p þ rt

3.5. Two-phase synthesis detection algorithm
The error-corrected four-state automaton describes the
channels. The real shared resources are operation intervals,
which cannot be stored by the channel, meaning
memoryless. The next state in the automata just relates
to the current state, which is triggered by the stochastic
bit. According to these properties, a two-phase synthesis
detection algorithm is presented to detect the CCs.
The algorithm is synthesized by Markov detection
algorithm and Bayesian detection algorithm. If the change
pattern of the shared resource properties is closer to the
Markov model, it is believed that the sequence of the
operations is transferring conﬁdential information through
some CC. The normal operation sequences are modeled
into Bayesian model. If an operation sequence deviates
from the Bayesian model, it is believed that a CC occurs.
Markov and Bayesian models in the two-phase synthesis
algorithm are complementary. Markov detector detects
the CCs, and Bayesian detector distinguishes the CCs
from the normal operation sequences.
3.5.1. Markov detection algorithm
Markov property refers to the memoryless property of a
stochastic process [39–41]. CC model is such a stochastic
process that the next state depends only upon the current
state and has nothing to do with the previous status.
The error-corrected four-state automaton has only two
ﬁnal states q0 and q1. State q2 in Figure 4 is the start state,

q þ r ð1  t Þ
q þ r ð1  t Þ



In the matrix, a00 denotes the probability of transition
from state q0 to q0, where the error state is hidden. The
reason for a00 = p + rt is that the distribution probability
of bit 1 is p; the error is r and transmits to bit 1 with
probability of t. All the other elements are calculated in
the same way.
• Observable symbols and distribution probability. The
observation symbols correspond to the records
modeled. The individual symbols are denoted as


V ¼ v0 ; v1; . . . ; vM
The observation symbol probability distribution in state i is
where

B ¼ fbi ðkÞg
bi ðkÞ ¼ p½ðvk at t Þjqt ¼ Si ; 1≤i≤N; 1≤k≤M

bi(k) means the appearance probability of action
vk at time t under the state Si. M is the number of distinct
observation symbols per state. Therefore, values of B in
the CC is
b0 ð0Þ ¼ p þ rt;
b1 ð0Þ ¼ 0;

b0 ð1Þ ¼ 0;
b1 ð1Þ ¼ q þ r ð1  t Þ

Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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• Initial state distribution. This distribution is p = {p0,p1},
where p = {p + rt, q + r(1  t)} in this model. Values of
p is calculated with the distribution probability of the
bits of 0, 1, and e when initializing.
• Observation sequence is

where T is the total number of the observed signals.
The CC is described by the Markov model as follows,
l ¼ ðA; B; pÞ
and the probability of the observation sequence O = {O1,
O2, . . .} is calculated. Given the model l, this probability
is deﬁned as P(O|l). P(O|l) denotes the observation
sequence built from the model of l, if the value is bigger
enough, it is believed that a CC occurs.
To calculate P(O|l), the forward variable
at ðiÞ ¼ PfO1 O2 ⋯Ot ; H ðt Þ ¼ Si jlg
must be considered ﬁrst, and it is the probability of the partial
observation sequence (O1O2 ⋯ Ot) until time t and the state
is Si. at(i) is calculated inductively as follows [39]:
• Initialization:
a1 ðiÞ ¼ pi bi ðO1 Þ; 1≤i≤N
#
N
X
at ðiÞaij bj ðOtþ1 Þ;
atþ1 ðiÞ ¼
j¼1

1≤j≤N

• Termination:
PðOjlÞ ¼

N
X

T
Y

½ðp þ rt Þb0 ðOi Þ þ ðq þ r ð1  t ÞÞb1 ðOi Þ

i¼1

where p, q, and r are the signal probabilities and
p + q + r = 1.
The inputs of the Markov detector are the captured
records, and the outputs are whether the records are CCs
or not. P(O|l) is the decision factor and calculated from
the records. A pessimistic threshold is introduced to set
the resulting boundary.
Deﬁnition 2. Pessimistic threshold
Pessimistic threshold is calculated in the worst case.
With this value, there are no false negative results,
but some false positive ones. Pthr is used to denote the
pessimistic threshold.
The Markov detector takes the situation that there is no CC
as the worst case, so the Pessimistic Threshold is calculated
as follows.
• The ﬁrst step of calculating the pessimistic threshold
is building a test bed, where all the operations are
normal without CCs.
• Then, the value is calculated by Markov detector
under this situation, which is relative bigger.
• Thirdly, the operations in VMs is executed repeatedly,
and all the values are calculated and recorded.
• Finally, the smallest values is adopted and set as the
pessimistic threshold.

"

1≤t≤T  1;

Finally, P(O|l) is obtained
PðOjlÞ ¼

Oðt Þ; t ¼ 1; 2; . . . ; T; Oðt Þ 2 V

• Induction:

atþ1 ð0Þ þ atþ1 ð1Þ ¼ ½at ð0Þ þ at ð1Þ
½ðp þ rt Þb0 ðOtþ1 Þ þ ðq þ r ð1  tÞÞb1 ðOtþ1 Þ

aT ðiÞ

i¼1

On the basis of the Markov model l = (A,B,p), P(O|l) is
calculated as follows.
PðOjlÞ ¼

i¼1

¼

PðOjlÞ < Pthr

N
X
aT ðiÞ ¼ aT ð0Þ þ aT ð1Þ

"

N
X

#

at ð0Þai0 b0 ðOtþ1 Þ þ

i¼1

"

When the pessimistic threshold is calculated, the
decision policy of Markov detector is

N
X

#

at ð1Þai1 b1 ðOtþ1 Þ

i¼1

¼ ½at ð0Þa00 þ at ð1Þa10 b0 ðOtþ1 Þ
þ½at ð0Þa01 þ at ð1Þa11 b1 ðOtþ1 Þ
¼ ðp þ rt Þ½at ð0Þ þ at ð1Þb0 ðOtþ1 Þ
þðq þ r ð1  rt ÞÞ½at ð0Þ þ at ð1Þb1 ðOtþ1 Þ
Therefore, the following equation is obtained directly,
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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If P(O|l) of a record is smaller than Pthr, it is considered
as a CC. Because the Pthr is calculated in the worst case,
some normal records may be mistaken as potential CCs.
Therefore, a Bayesian detector is needed to reﬁne the
results and lower the false positive.
3.5.2. Bayesian detection algorithm
Bayesian reasoning provides a probabilistic approach
to inference. It is based on the assumption that the quantities
of interest are governed by probability distributions and
that the optimal decisions are made by reasoning about
these probabilities together with observed data [42–44].
Naive Bayesian classiﬁer is a highly practical Bayesian
learning method whose performance is comparable with a
neural network and decision tree learning in some domains.
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In this paper, a naive Bayesian detector is designed and
classiﬁes the captured records into two classes, the CCs
and the normal operations. Each task processed by the
Bayesian detector is described by a conjunction of
attribute values, for example, x = < a1, a2, . . ., an > (n is
the number of the properties). The input of the detector
is the records detected by Markov detector, including
some false negative records. The output of the detector is a
target function f(x) whose value domain is V = {yes,no}.
Values of yes and no indicate whether x is a CC or not.
To the detector, the training samples are X = {x1,x2, . . .,xn}.
Both the CCs and normal samples are used to train the
detector, respectively. Then, the most probable target
value vMAP is calculated as

vMAP ¼ argmax P vj ja1 ; a2 ; . . . ; an Þ
vj 2V

where P(vj|a1, a2, . . ., an) denotes the probability to classify a
certain sequence x = ha1,a2, . . .,ani into class vj.
Then, vMAP is rewritten into the following expression as
vMAP


Pða1 ; a2 ; . . . ; an vj P vj
¼ argmaxvj 2V
Pða1 ; ; a2 ; . . . ; ; an Þ


¼ argmaxvj 2V P a1 ; a2 ; . . . ; an vj P vj

where P(a1,a2, . . .,an) is removed because it is a constant
independent of vj.
Bayesian detector is based on the simple assumption that
the target attribute values are conditionally independent.
Therefore, the probability of the conjunction a1, a2, . . ., an
is calculated as follows.
n
Y


P ai vj
Pða1 ; a2 ; . . . ; an vj P vj ¼
i¼1

Finally, the Bayesian detector is expressed as
n
 Y

P ai vj
vBD ¼ argmaxvj 2V P vj
i¼1

where vBD is the target value of the Bayesian detector.
All the captured records are detected by the two-phase
synthesis algorithm. Both of the algorithms are easy to be
implemented and applied online. The records are detected
by Markov and Bayesian detectors sequentially, and the
ﬁnal outputs are the detection results.

Secondly, the captor in hypervisor and the detector with
the two-phase synthesis detection algorithm in Dom0
are described. Then, the conﬁgurations of the CCs are
demonstrated, and the operational records are captured. At
last, the performance of the captor, the Markov detector,
and the Bayesian detector in C2Detector is evaluated.
4.1. Covert channels scenarios
A transmission cycle of a CC is shown in Figure 6 [45].
The conﬁdential information is transmitted from the
sender to the receiver. The sender encodes the information
into binary bits at ﬁrst. Then, the properties of the shared
resources are changed by the sender according to the bits.
Finally, the receiver observes the changes and decodes the
conﬁdential information from these changes. The sender
and receiver predetermine the parameters (e.g., decoding
mechanism) and repeat the process until all the conﬁdential
information has been transmitted.
CPU load-based, cache-based, and shared memory-based
channels are implemented according to the transmission
cycle. The shared resources of the channels are CPU load,
cache access time, and the memory writing intervals.
CPU load-based CCs use CPU load rate to denote the
conﬁdential information [7,34]. A web server is running
in the receiver VM. The sender encodes the conﬁdential
information into binary bits and issues numerous HTTP
requests via JMeter 2.4 (a utility for load testing HTTP
servers). The receiver monitors the CPU utilization of the
web server and decodes the conﬁdential information from
the changes.
The shared resource in cache-based CC is the cache
access time [7,35]. The sender shares a common cache
with the receiver and occupies the cache according to the
encoded binary bits. The receiver observes the cache
access time and decodes the conﬁdential information from
the time. A Prime–Probe protocol is used in the transmission
cycle [46,47]. A basic construction of the Prime–Probe
protocol is described as follows.
• PRIME: The receiver ﬁlls an entire cache set S by
reading memory region M from memory space.
• IDLE: The receiver waits for a pre-speciﬁed
Prime–Probe interval while the cache is being
utilized by the sender.
• PROBE: The receiver times the reading of the same
memory region M to learn the sender’s cache activity
on cache set S.
The shared resource in shared memory-based channel
is the memory writing interval [32]. A memory sharing

4. IMPLEMENTATION AND
EVALUATION
This section describes the implementation and evaluation
of C2Detector framework on Xen hypervisor. Firstly, the
three types of CCs concerned in this paper are introduced.

Figure 6. Transmission cycle of a covert channel scenario.
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module is loaded into the guest OS. The sender encodes
the conﬁdential information and writes memory according
to the different bits. The receiver observes the writing
intervals and decodes the conﬁdential information from
them. The intervals may be affected by the VM loads,
which will be investigated in the experiments.
4.2. Captor and detector
C2Detector framework is implemented in a desktop
computer with an IntelW Core™2 Quad Q9400 2.66-Hz
CPU, 320-GB disk, and 4-GB main memory. Xen
hypervisor is 4.0.0, and each VM is allocated 512MB
virtual memory running Fedora 8 Linux with kernel
2.6.34.1. The three types of CC programs used to leak the
conﬁdential information are implemented in C-Language.
The captor places the hook function do _ capture _ init
in the hypervisor. do _ capture _ init ﬁrst initializes a
buffer capture _ buf and then calls the function do _ capture _ op to record all the operational events. When a
hypercall is triggered, do _ capture _ op records the event
information, including vcpu _ id, dom _ id, grant _ ref _ t,
and memory writing time. The information recorded is
ﬁlled into capture _ buf and sent to the detector in Dom0 at
last. This framework is similar to Lares [12], which mainly
focuses on memory integrity protections. Comparing with
Lares, the captor monitors the operations related to the
shared resources.
The detector is implemented as a Linux kernel module
(LKM), including the Markov and Bayesian detectors.
Dom0 is the privileged domain. Therefore, the LKM is
automatically loaded into Dom0 when C2Detector starts.
LKM is a module running in the kernel space, which has
a small impact on the hypervisor performance. The
Markov and Bayesian detectors are implemented in
C-Language. C2Detector is easy to be extended to support
other detection algorithms, for example, the decision tree
and neural network algorithms. The inputs of the detector
are the records from the captor, and the outputs are the
detection results. If the captured record set is too large to
be processed in a single VM online, the detector can
extend to multi-VMs and process the records in parallel.
In this paper, the parallel process is out of consideration.

HTML page is made publicly accessible. On the other
side, JMeter is installed in the sending VM, which is a
pure Java desktop application designed to load test
functional behavior and measure performance. Then, the
sender controls the CPU loads of the receiving VM, and
the transmission cycle is described as follows.
• First, when bit 1 is transmitting, the sender in sending
VM starts 100 threads simulating 100 single users
and each thread takes 10 load samples. This burst
HTTP requests take about t = 10 s, and the CPU load
is obviously higher than 50%.
• Then, when bit 0 is transmitting, the sender in sending
VM pause for t = 10 s. The CPU load is obviously
lower than 50% during this period.
• The sender starts HTTP requests and pauses for t
seconds according to the transferred binary string,
and each request is made as fast as possible. This
transmission cycle is repeated until all the bits have
been sent out.
An example of the CPU load-based CC without noise is
shown in Figure 7. The difference is obvious between the
load samples when performing HTTP requests and not.
The burst HTTP requests consume almost 70% of the
CPU load and almost 0% on the contrary. The transmission
continues for 3200 s, where each t = 10 s is denoting a bit.
The receiver can easily decode the conﬁdential information
from the changes of CPU loads.
4.3.2. Cache-based covert channel
The cache-based CC sender and receiver are located in
the different VMs but the same hypervisor. Two L2 caches
are in the test bed, each serving two CPU cores. Each L2
cache is 12-way set-associative with m = 3072 cache sets
and a line size of l = 64B, yielding a cache size of
c = 3 MB. Each of the sending and receiving VMs is
allocated a single vCPU, and the Prime–Probe protocol
is implemented as follows.
• Firstly, the receiver reads a 3072-byte ﬁle to ﬁll the
entire cache and investigates the access time.

4.3. Experimental settings
The conﬁdential information transmitted from the sender to
the receiver is 50 letters text. The sender and receiver are
located in the different VMs running Fedora 8 Linux and
use the same encode scheme. The text is encoded into
400-bit-length binary string. The transmission cycle is
shown in Figure 6. The different bits denoted by different
operations in the same period t.
4.3.1. CPU load-based covert channel
In CPU load-based CC, two VMs start up as the sender
and the receiver. A web server Apache 2.2.6 is running in
the receiving VM, where a single 48K-byte text-only
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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• At the same time, the sender starts tasks to occupy and
release the cache in each t = 1 s period according to the
transferred binary bits.
• If the cache is occupied, the receiver will take about
1 s to read the ﬁle. Otherwise, if the cache is free to
use, the receiver will take about 0.5 s to read the ﬁle.
• This transmission cycle is repeated until all the bits
have been sent out.
An example of the cache-based CC without noise is
shown in Figure 8. The cache access time is obviously
different from which the receiver decodes the conﬁdential
information.
4.3.3. Shared memory-based covert channel
In shared memory-based CC, the receiver and the
sender are located in the different VMs but sharing the
same memory. The sender and the receiver have
predetermined the size of the buffer _ list and cooperate
in the producer and consumer model. The sender writes
data into the memory buffer ring in certain intervals
according to the binary bits. The explicit communication
protocol is described as follows.
• The receiver set ups a shared ring structure with a grant
table and passes the grant reference to the sender.
• The sender computes the intervals and then sends data
according to the intervals in each transmission cycle.
• The receiver obtains the data and computes the intervals
on each interrupt.
• This transmission cycle is repeated until all the bits
have been sent out.

Figure 9. Time intervals of SMCTC without noises.

includes 100 SMCTC and 100 normal operation
sequences. Each sample is repeated 100 times to get the
average detection performance. When the experiment is
executing, some operations are running in the third VM
to bring some noise, which causes the receiver to decode
the message with some errors.
In SMCTC, the sender process Pi runs in the user space
and then calls the shared ring using hypercall in Xen. Pi
writes data into the shared ring and the receiver process
Pj reads data from it. The call branches are expressed as
follows, where  means the action of operating, ! means
writing action, and
means reading action.
Pi fShare Ringg ¼ fuser write ! send  request !
RING PUSH  REQUESTS AND CHECK  NOTIFY
! Shared Ringg;
Pj fShare Ringg ¼ fuser read
RING GET  REQUEST

An example of SMCTC without noise is shown in
Figure 9. The memory writing intervals are from almost
2000 to 10 000 ms. When bit 0 (or 1) is transmitted, the
interval is short (or long). When all the intervals have been
obtained by the receiver, the conﬁdential information can
be decoded.
4.4. Detection analysis
C2Detector is tested by the three types of CCs. Taking
shared memory-based CC for example, a test sample

get  request
Shared Ringg

The aforementioned call branches are captured as the
operational records and ﬂow into the Markov detector.
The results of the Markov detector are shown in Figure 10.
The value domain of P(O|l) is
0:078955≤PðOjlÞ≤0:228742
As described in Section 3.5, the CCs have a small value
of P(O|l). To lower false negative rate, a pessimistic
threshold is set as
Pthr ¼ 0:228742

Figure 8. Cache access time of covert channel without noises.

Figure 10. Markov detector results in detecting SMCTC.
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Therefore, all the CCs satisfying the following condition
PðOjlÞ < Pthr
are potential CCs. Because of Pthr being pessimistic, some
normal operations sequences are included in this result
by mistaken.
The sample has been repeated 100 times as shown in
Figure 11. The false positive of the detectors in detecting
SMCTC are shown in this ﬁgure. The false positive
of the Markov detector is 16%, meaning 16 normal
sequences have been detected by mistaken. Comparing
with the Markov detector, the false positive of Bayesian
detector is 10% in detecting the same sample. It is believed
that the performance of Bayesian detector is better than the
Markov detector when used independently.
The detector detects the sample use of Markov detector
and Bayesian detector sequentially. Therefore, the false
positive falls to 1%. The reason for the reduction is that
the Bayesian detector reﬁnes the resulting output by the
Markov detector. Only the channels that have been taken
as covert by both the detectors are output as CCs.
The experiments of CPU load-based and cache-based
covert channels are detected in the same way. Table I
shows the average detection results of all the three types
of CCs.
In Table I, capacity means the threat performance of
a CC. The bigger capacity means that the CC is more
threatening to the cloud computing. It can be seen that
the shared memory-based CC is the most threatening to
cloud computing. Error means the decoding error. In the
experiments, it is calculated by edit distance [48], which
is the minimum distance between two strings. The values
of Markov and Bayesian are the false positive of each
detector. In these experiments, the Bayesian detector is
always better than the Markov detector. When the two

Figure 11. False positives of the Markov detector in detecting
SMCTC.

detectors detect the channels sequentially, the ﬁnal false
positive is acceptable.
These experiments show that the two-phase synthesis
algorithm is efﬁcient to detect CCs. C2Detector framework
detects all the three types of channels in cloud computing
with no false negative and low false positive.

5. DISCUSSION
The CC is modeled into an error-corrected four-state
automaton, adopting the probability-based error-corrected
algorithms referred in Section 3.4 to process the errors in
the experiments. When an error occurs, it takes the error
as bit 1 (or 0) depending on the probability of the property
states in Markov detector and Bayesian detector.
Although this error-corrected algorithm simpliﬁes the
detection process, the detection accuracy may be affected.
A more sophisticated algorithm will be developed in
the future.
It has been shown that all the three types of CCs can be
detected by C2Detector framework. XML ﬁle is used as a
plug-in to conﬁgure the detector to detect CCs. A typical
XML ﬁle includes the channel name, the property domain
values, and the pessimistic threshold. An example is shown
in Figure 12.
This information is collected and appended to the
XML ﬁle, so it is convinced that C2Detector can detect
the incoming channels as long as they can be modeled into
this model. More channels will be built to test whether
C2Detector can detect or not in the future work.
To protect the privacy of the cloud customers, cloud
providers should not collect the users’ data. In C2Detector,
only the change regularities of the shared resources are
concentrated, for example, CPU load, cache access time,
and the memory writing intervals. It is no need to know
which operation triggers these changes. The ignorance of
the channel details protects the users’ privacy and lowers
the performance inﬂuence to hypervisor.
Only the channels using the binary encoding scheme
are investigated and C2Detector is easily extended to
support multi-encoding channel [21]. A multi-encoding
channel will be modeled into error-corrected multi-state
automata in the same way. Each codeword is modeled into
a state in the automata and can be transited from all
the other states. The corresponding Markov detector
can be modiﬁed easily. There is no difference between
multi-encoding and binary channels, and C2Detector detects
this type of channels in the same way as the binary ones.

Table I. Detection results of the three channels.
Channels
CPU load based
Cache based
Shared memory based

Capacity (bps)

Error rate (%)

Markov (%)

Bayesian (%)

False positive (%)

0.098
0.297
189.15

4.76
6.67
2.43

29.92
24.51
26.28

8.14
15.61
16.42

4.46
1.89
2.53
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Figure 12. XML conﬁguration File in C2Detector.

C2Detector is a plug-in framework; whenever a new
efﬁcient detection algorithm is discovered, it can replace
the existing detector or be added as another detector.
However, C2Detector is built to detect CCs only, and other
intrusion methods cannot be detected. C2Detector may be
integrated into other intrusion detection tools in the future.

CC can be seen as a type of intrusion, and C2Detector is
a special detector only detecting the CCs. C2Detector is
easy to extend and has better detection performance,
which is a complement to these introspections.

7. CONCLUSION
6. RELATED WORK
Most of the prior works on cloud computing security have
focused on the integrity protection. Several frameworks
have been proposed to protect the integrity of the guest
kernels using hypervisor. For example, HIMA [49], Lares
[12], HyperSentry [13], HyperSafe [9], and Antfarm [50]
are all designed to provide the integrity protection to VMs.
These approaches are related to the virtualization security
and integrity, but only C2Detector focuses on the CCs.
Millen presents a CC detection approach, but it is limited
to the covert storage channels [37]. This paper aims to detect
timing channels in cloud computing, which is more difﬁcult.
Cabuk and Berk present the detection algorithms to detect
network covert timing channels [26–28]. The CCs they
detected are classiﬁed into CC2 type of channels, which
has been studied in depth for many years [20,21,51–53].
In this paper, only CC3 type of channels that are recently
brought by cloud computing are considered.
Nagatou et al. [29] present a run-time detection approach
and focus on enforced properties. C2Detector can also
perform online detection. HomeAlone [35] is proposed
to determine whether a VM is physically co-resident to
another VM, and the same functions are proposed in [7,34].
Although these approaches are related to CCs, they are
not intended for detecting them.
Some introspections used as intrusion detection
systems have been proposed upon VMs. For example,
HyperSpector [54] is designed to monitor the actions
without any additional hardware by using virtualization
to isolate each Instruction Detection System (IDS) from
the servers. Some other IDSs are presented in [55–57].

With the growing popularity of cloud computing, more
conﬁdential applications have been deployed in the cloud.
CC is a serious threat to the data of cloud customers. In
this paper, the fundamentals to the CCs in the cloud are
argued, and the channels are classiﬁed into three categories.
Only the new channels brought by cloud computing are
concerned and modeled into an error-corrected four-state
automaton. Some formal requirements are presented to
build a CC detector and a plug-in detection framework
named C2Detector is designed.
C2Detector satisﬁes the four formal requirements
proposed in Section 3.2 by using two key techniques.
The ﬁrst technique installs hooks inside the hypervisor to
monitor all the hypercalls and capture the operation tracks.
The second key technique is the two-phase synthesis
detection algorithm implemented as Markov detector and
Bayesian detector. To evaluate C2Detector, a prototype
is implemented on Xen hypervisor. The CPU load-based,
cache-based, and shared memory-based CCs have been
implemented and detected by C2Detector. The results
show that C2Detector can detect all the three types of the
channels using the pessimistic threshold and has a small
false positive rate. In addition, this research demonstrates
that C2Detector is highly efﬁcient and feasible to extend to
detect the incoming new channels.
Cloud security is a hot topic, and CCs are a new security
to cloud computing. Therefore, there are several interesting
future directions for this work, as improving C2Detector
to detect other types of channels, studying on the other
detection algorithms to lower the false positive rate,
combining C2Detector with intrusion detection systems,
and all of these will be investigated continually.
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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